1
UNITED STATES ELECTION ASSISTANCE COMMISSION
PUBLIC MEETING
TUESDAY, AUGUST 23, 2005 - 10:00 A.M.
THE ADAM®S MARK HOTEL
DENVER, COLORADO
2

CHAIR HILLMAN: Good morning. This
meeting of the Untied States Election Assistance
Commission will come to order. |If 1 could ask
everyone to please make sure your cell phone and
all other electronic devices are turned off or
silent, so as not to disturb the proceedings of
this meeting. And if you would stand and join me

in the Pledge of Allegiance.
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ALL: 1 pledge allegiance to the flag of
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10 the United States of America, and to the Republic,
11 for which it stands, one Nation under God,

12 indivisible, with liberty and justice for all.

13 CHAIR HILLMAN: If we could have the roll
14 call, please?

15 MS. THOMPSON: Thank you, Madame Chair.
16 Commissioners, please respond by saying present or

17 here after 1 call your name. Gracia Hillman,

18 Chair?

19 CHAIR HILLMAN: Here.
20 MS. THOMPSON: Paul DeGregorio, Vice-
21 Chairman?
22 MR. DEGREGORIO: Here.
23 MS. THOMPSON: Ray Martinez,
24 Commissioner?
25 MR. MARTINEZ: Here.

3

1 MS. THOMPSON: Donetta Davidson,

2 Commissioner?

3 MS. DAVIDSON: Here.

4 MS. THOMPSON: Madame Chair, that is four
5 members present, and a quorum.

6 CHAIR HILLMAN: Thank you. We have

7 before us the agenda for today®s meeting. Are

8 there any adjustments or amendments to the agenda.
9 IT not, it would be appropriate to adopt the

10 agenda.

11 MR. DEGREGORIO: So moved.

12 MR. MARTINEZ: Second.

13 CHAIR HILLMAN: Okay, all in favor.

14 MR. DEGREGORIO: I.

15 MR. MARTINEZ: 1

16 MS. DAVIDSON: 1.

17 CHAIR HILLMAN: Thanks. Correction and
18 approval of minutes for July 28. We have those in
19 our binder; are there any corrections?

20 MR. DEGREGORIO: Move adoption of the

21 minutes, Madame Chair.
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22 MR. MARTINEZ: Second.
23 CHAIR HILLMAN: Okay, all in favor of
24 adoption of the minutes, say 1.
25 MR. DEGREGORIO: 1.
4
1 MR. MARTINEZ: 1.
2 MS. DAVIDSON: 1.
3 CHAIR HILLMAN: Okay, thank you. So now
4 we move to the report section, and we have two
5 reports this morning. One is an update on the
6 Title 11 Requirements payments to the states. And
7 the second will be an update on public comments
8 received regarding the voluntary voting system
9 guidelines. Commissioner - - 1 think,
10 Vice-Chairman, do you have a report --
11 MR. DEGREGORIO: Thank you --
12 CHAIR HILLMAN: -- on the requirements;
13 I"m sorry.
14 MR. DEGREGORIO: -- Madame Chair, and
15 fellow Commissioners, and Commissioner Davidson.
16 MS. DAVIDSON: Thank you.
17 MR. DEGREGORIO: Welcome. 1 know this is
18 your Ffirst meeting.
19 CHAIR HILLMAN: Thank you. Excuse me. |
20 just took it for granted. 1°m so sorry. This is
21 such an exciting time that I just didn"t -- we"ve
22 already talked, you know, organized. This is the
23 first meeting of the United States Election
24 Assistance Commission that former Secretary of
25 State, now Commissioner Donetta Davidson is joining
5

1 us, and welcome.
MS. DAVIDSON: Thank you.
3 CHAIR HILLMAN: And it is so fortuitous
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4 that we happen to be holding this meeting here. |
5 know people won"t believe it, but it just really
6 was sort of coincidental. But it all worked out
7 very nicely and we"re so pleased to be here.

8 MS. DAVIDSON: Thank you, and welcome to
9 Colorado.

10 CHAIR HILLMAN: Thank you. Okay.

11 MR. DEGREGORIO: Thank you.

12 CHAIR HILLMAN: Mr. Vice-Chairman?

13 MR. DEGREGORIO: Thank you. You know I
14 met Donetta -- Commissioner Davidson, I guess |1

15 should call her now since she®"s a fellow

16 Commissioner, four years ago in this room, and she
17 was welcoming the folks from my [indiscernible] who
18 were meeting here in Denver at the same hotel. And
19 I think you gave them a taste of the west, a taste
20 of Colorado, and I hope that you"re bringing that
21 back to Washington, because we know that westerners
22 always have a lot to bring, and perhaps you wear

23 one of those western hats that | saw you in, |1

24 think, at the [indiscernible].

25 MS. DAVIDSON: We are unique.
6

1 MR. DEGREGORIO: Madame Chair, let me

2 give you a report on our requirements payments.

3 You know, we do this every month, and we get it at
4 our last meeting on July 7. 1°m here to report

5 that we haven"t made anymore payments since that

6 time. We have distributed $2.3 billion though, of
7 course, since July 9 of 2004. And we have $76

8 million left to distribute. And there®s four states
9 or territories that haven"t received any of there
10 2004 requirements payments, that"s Delaware, Guam,
11 Montana, and Oregon. In addition to that, the

12 State of Michigan has received a partial payment

13 because they previously received the requirements
14 payments from a partial payment that they made to a
15 partial match that they made in early of this year.
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16 Just to briefly -- Delaware needs to file a state
17 plan to address the 2004 funds. Hawaii has

18 recently appropriated a five percent match, and we
19 expect them to apply and certify for the 2004 funds
20 very shortly. Michigan plans to submit a

21 certification for the additional payments very

22 shortly. Montana delivered its state plan to us,
23 and 1t has to go to the federal register for

24 publication. Once the 30 day comment period is

25 over, we fully expect to receive their

1 certification for their 2004 funds. And the State
2 of Oregon recently appropriated its fTive percent

3 match, and will label certified for its 2004 funds
4 shortly. So, Madame Chair, the bottom line is that
5 we fully expect, it not by the end of the fTiscal

6 year on September 30, shortly thereafter, to have
7 distributed the $76 million that"s left from our

8 requirements payments.

9 CHAIR HILLMAN: Thank you. Are there

10 questions on the report, Commissioner Martinez?

11 No? Okay. Thank you so much. The next report is
12 Carol Paquette. Ms. Paquette, oh there she is;

13 thank you. We"ll receive an update on the public
14 comments that the EAC has received regarding the
15 voluntary voting system guidelines. Just as a

16 reminder, the guidelines went out for public

17 comments at the end of June, and so we are about
18 seven -- probably seven weeks into that cycle, and
19 they"1l be out for comment until the end of
20 September. Ms. Paquette?
21 MS. PAQUETTE: Thank you, Madame Chair.
22 Just to very briefly summarize the comments that we
23 have received. We currently, as of about 3:00
24 yesterday afternoon, have 141 comments submitted.
25 Many of these comments are very concise, single
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8

1 comments, to a single requirement in the guidelines
2 document. Several commenters have provided us

3 documents with comments, and we are in the process
4 of going through those documents and extracting all
5 the various comments and allocating them to the

6 appropriate places in the guidelines. About half

7 of the comments we"ve received by e-mail and about
8 half have been submitted to our website. In

9 general, about half of the comments received --

10 half of the commenters have made observations

11 specifically related to the guidelines. The

12 remainder are very general observations, to the

13 effect that the EAC should make paper audit trails
14 mandatory, or general observations that the

15 election process in the United States needs to be
16 improved, but no specific attribution to the places
17 in the guidelines document that might be modified.
18 Of those comments that deal specifically with the
19 guidelines, the largest number we have received so
20 far, which is 16, is on security, and we have about
21 14 that deal with accessibility comments. As the
22 Chair noted, we have about another five or six
23 weeks of commenting time until September 30, which
24 is when the public comment period closes. We
25 expect to receive many more comments in this final

9

1 month and we will be giving future reports on what
2 those are. 1 would note that all the comments are
3 being posted to our website. Even those that have
4 been received by e-mail are being entered into the
5 database that is under the EAC website under

6 voluntary voting system guidelines, so that anyone
7 can log into that website and review the comments
8 that are being provided themselves. We will also

9 accept comments and observations on comments,
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10 should anyone be so inclined to do that. Madame

11 Chair, that concludes my report; are there any

12 questions?

13 CHAIR HILLMAN: Okay, Commissioners?

14 MR. DEGREGORIO: Carol, if you can just
15 repeat the exact closing date of public comments

16 for the benefit of the audience here, but also I

17 think we"re live on our webcast. We do have a date
18 for the final -- the final date to submit the

19 public comments, in other words.

20 MS. PAQUETTE: Yes, the final date for
21 submission of public comments is September 30.

22 MR. DEGREGORIO: Okay, thank you.

23 MS. PAQUETTE: Sure.

24 MR. MARTINEZ: A quick question, Carol,

25 these 141 comments, they are pertinent to the

10

1 document that we published in the Federal Register.
2 Is that correct?

3 MS. PAQUETTE: Well, as 1 indicated,

4 about half of those are directly referencing the

5 guidelines.

6 MR. MARTINEZ: 1 understand.

7 MS. PAQUETTE: The other half are more

8 general in nature.

9 MR. MARTINEZ: My point is -- as |

10 understand it that NIST [phonetic] received

11 comments after they published their final document?
12 MS. PAQUETTE: That is correct.

13 MR. MARTINEZ: And we"ll receive those

14 comments also, the people who make comments to

15 NIST, on the document, prior to --

16 MS. PAQUETTE: Yes, we have received

17 those comments from NIST, and as you are aware, we
18 have a contract with Kennesaw State University that
19 is —-

20 MR. MARTINEZ: Right.
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21 MS. PAQUETTE: -- assisting us in

22 managing and doing the data entry, and so on with
23 these comments, and they will be adding those

24 comments to the one that have been submitted by the

25 public and not processed.

11

1 MR. MARTINEZ: Thank you.

2 CHAIR HILLMAN: Commissioner Davidson,

3 any questions?

4 MS. DAVIDSON: No questions.

5 CHAIR HILLMAN: Okay, thank you very

6 much.

7 MS. PAQUETTE: Thank you.

8 CHAIR HILLMAN: 1 appreciate the report.
9 This afternoon at the public hearing, we will be

10 receiving testimony from individuals about the

11 guidelines. And so -- and we include those

12 comments that are submitted in writing as a part of
13 the total comments that we receive on the voluntary
14 voting system guidelines. The next section of our
15 meeting will be presentations about voting systems
16 certifications and laboratory accreditation

17 processes. Under the Help America Vote Act, the

18 Election Assistance Commission has been assigned

19 significant responsibility to accredit
20 laboratories, as well as to certify voting systems
21 against the guidelines. And we have with us this
22 morning three people who will make presentations,
23 and I believe we will be receiving a recommendation
24 from the EAC Staff, with respect to next steps in
25 this process. Up to this point, the National

12

1 Association of State Election Directors has been
assuming the responsibility for certification on a

3 voluntary basis, and so we are in the process of a
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transition, and 1 believe the presentations and the
recommendation will address and cover important
aspects of the transition process. So if we could
ask Stephen Berger from TEM Consulting, and Chair
of the IEEE Standard Coordinating Committee 38, and

© 0o N o o b

you can explain what all that is, for the record.
10 Art Wall, with TEM Consulting, and he is retired

11 Deputy Chief of Federal Communications Commission
12 Laboratory Division -- that"s the US Federal

13 Communications Commissions. And Brian Hancock, who
14 is Election Research Specialist for the EAC.

15 Please. We have a good amount of time, an hour or
16 so, to be able to get through the presentation,

17 including questions for the Commissioners, so I™m
18 guessing your presentations are what, about seven
19 or ten minutes each, or thereabouts, but feel free
20 to take your time because you will be talking about
21 a lot of technical terms, and I don"t want us to

22 rush through this, especially since we will be

23 receiving a recommendation for action at the end of
24 the presentations. So, Mr. Berger, 1 believe you

25 are first. And for the record, if you could please

13

1 just explain what the IEEE stands for, number one,
2 and what the function of the Standard Coordinating
3 Committee 38 is.

4 MR. BERGER: Thank you, Madame Chair,

5 Commissioners, 1 appreciate very much the

6 opportunity to be here and present these thoughts.
7 The 1EEE is the Institute for Electrical and

8 Electronic Engineers. It is the largest technical
9 professional organization in the world. We operate
10 under the IEEE Standards Association to establish
11 technical standards in a variety of fields related
12 to our discipline. Currently, | believe we have

13 about 800 published standards, and a similar number
14 of active projects under development. In those
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15 efforts, what we try and accomplish is to identify
16 where the technical consensus is on any of the

17 topics that we"re dealing with. Where we have

18 topics that deal with several areas of technology,
19 we try and bring together collaborative forums,

20 where different specialists can bring their

21 expertise to bear, resulting in a standard that

22 represents the best technical understanding of the
23 combined community. Very often what we do is

24 develop standard coordinating committees. Those

25 would be areas where none of our 36 societies

14

1 clearly have dominance. So for example, for voting
2 equipment, clearly our Computer Society,

3 Electromagnetic Compatibility Society, Reliability
4 Society, Communication Society, all have iImportant
5 expertise and understanding to contribute, but none
6 totally take care of all of the issues that need to
7 be brought to bear. So for the topic of voting

8 systems and election technology, the IEEE created

9 standard coordinating committee 38. We have seven
10 of our IEEE societies that are participating there.
11 And also we had eight additional organization that
12 wanted to contribute, notably in the areas of

13 usability and security. And so that organization
14 is an attempt, in the IEEE standards process, to
15 allow those organizations to have easy entrance to
16 the process and contribute their expertise.

17 CHAIR HILLMAN: Thank you.

18 MR. BERGER: Okay, so if I can proceed.
19 These presentation will discuss the elements that
20 are common to conformity assessment systems, and
21 how Election Assistance Commission may implement
22 these elements in a system in for certification and
23 decertification of voting system -- voting
24 equipment. In my previous comments, talking about
25 the IEEE Standards, 1 was discussing the standards
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15
1 and specification documents. Those are vitally
2 important, and much of today will be contributed to
3 -- dedicated to discussing the voluntary voting
4 system guidelines. But the concerns of the EAC have
5 to go beyond the good technical document that puts
6 forth the technical specifications for voting
7 equipment, and the technical term for that is
8 conformity assessment. And that addresses a set of
9 questions of how do we know those requirements are
10 adequately evaluated, and then embodied in
11 equipment that"s delivered. Next slide please.
12 And so certification of a product is a means of
13 providing assurance that it complies with specified
14 standrads and other normative documents. The topic
15 for today would be the voting -- voluntary voting
16 system guidelines. And there are number of
17 conformity assessment systems that exist, and a
18 body of international standards under the 1SO,
19 International Standard Organization, that give
20 guidance on how to construct a conformity
21 assessment system. Just as an example, I1SO Guide
22 17025 gives guidance on how to assess a laboratory
23 as to its confidence, and I1"1l discuss some of the
24 others as we go through. Key components of
25 conformity assessment system are, first of all,

16
1 initial type testing. A representative system is
2 brought to an accredited laboratory and is
3 evaluated as to whether it meets the requirements.
4 After that happens, a second element is the
5 evaluation of the supplier®s quality system, and
6 their change control system. So what confidence is
7 there that the system that is brought for
8 evaluation will be sufficiently similar, within
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9 manufacturing tolerance, to the system that are

10 later built and delivered to the end-users. The

11 third element is field information and feedback.

12 How do we know what actually is happening in the

13 field, and what are the communication lines that

14 will ensure that the system has an ongoing quality
15 and reaction to field experience and user

16 involvement. Will the users of the system

17 understand their role and how to properly use the
18 system, so they get the full benefit of it. Just as
19 examples, we know that any security can be either
20 strengthened or diminished by the way a system is
21 used, equally usability can be enhanced or

22 diminished by the way the system is set up in the
23 polling place. So that"s the user involvement

24 aspect of this. And when we talk about the systenm,

25 we"re really envisioning the way all the key

17

1 stakeholders cooperate. Clearly the EAC has a

2 pivotal role in this process, equally state

3 certification authorities, as they evaluate

4 equipment for usability in the states are protocol.
5 The testing laboratories, the vendors, through

6 state and local officials, all have vital roles.

7 In this slide, we"re talking about the contrast

8 between the national program, and the state and

9 local programs. Part of our concern of the

10 national program is to evaluate that the system

11 design meets the requirements that are set forth.
12 And so there, the focus is on evaluation of a

13 system that is delivered, representative of a

14 design for a voting system. The primary concern of
15 the state and local officials, is that the units
16 delivered meet and continue to meet the

17 requirements over their useful life. So we look at
18 conformity assessment systems, we"re really looking
19 to answer a set of very simple, common sense

20 questions, simply questions not easy to answer.
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21 First, what is the minimum acceptable system? That
22 question is being answered through the BBSG, and

23 that will set forth specific requirements, the

24 number of technical areas, as to what the minimum

25 acceptable system for the US is. Beyond that, tests

18
1 are provided in the document so that the valuators
2 can know how to test and demonstrate that a system
3 meets the requirements set forth. As soon as we
4 have -- are comfortable -- we have a satisfactory
5 document, we then need to ask the questions, are
6 testing laboratories or testing personnel, and the
7 lab assessors who accredit those laboratories
8 qualified, second set of processes. Third, will
9 the vendor deliver units within manufacturing
10 tolerance to those tested? There needs to be a
11 satisfactory and comfortable answer that there is
12 adequate assurance that the delivered units will be
13 well represented by the units tested. Fourth, how
14 will election officials known if non-compliant
15 units are delivered, and then what lines of
16 communication and corrective actions are available
17 to deal with non-compliance and deficiencies that
18 are identified? Fifth, will election officials and
19 poll workers use this system as intended? Next
20 slide. So to provide answers to those questions, a
21 set of processes is necessary. And, let me digress
22 for a moment and talk about the international
23 standards -- there"s a series of them iIn the 1SO
24 Guidelines -- 17025 provides laboratory
25 accreditation, and in a quick summary, what that

19

1 document sets forth is a guidance on how to assess

2 that a lab first has the technical specialized
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knowledge to do an adequate evaluation in the area
that its addressing. Secondly, that it has the
managerial and quality processes in place to assure
that the same evaluation will be done for every
system that is brought to that lab for evaluation,

or to other labs that are working on the same

© 00 N o O b~ W

topic. 17011 is a document that particularly has
10 relevance to the EAC in this, in their roles as

11 accrediting bodies. And it provides guidance on
12 the topics that should be addressed by the

13 accrediting bodies, in their roles of accrediting
14 laboratories, certifying systems, or examiners. A
15 third document, 17024, gives guidance on value --
16 on personnel certification. That basically deals
17 with the topic of assuring that personnel have the
18 adequate skills, knowledge, and experience to

19 perform adequately in their specified roles. So
20 now looking at the processes that we have, there
21 are technical reviewers, and they"ll be a slide at
22 the end in which we lay out the flowchart, but the
23 concept is that the EAC will make available to

24 itself a set of technical experts who will be able

25 to receive test plans and test reports, review

20

them, and give recommendation on whether a system
adequately has been evaluated and then it meets
their requirements set forth. Product evaluations
will be performed by accredited labs that will
first deliver a test plan to be reviewed and
approved, and then provide testing, perhaps at
times withess testing, by the test reviewers. Next

slide, please. Vendors will be registered, and at

© 00 N O 0o b~ W DN P

the registration process will include their

[
o

delivering information on what their configuration

=
[

control and quality systems are. User involvement

[
N

is important to communicate to election officials

(=Y
w

and others, give feedback on the guidelines, which

[
N

is -—- will be happening this afternoon. Also,
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15 giving feedback to vendors and voting system test
16 laboratories to assure that ongoing quality is part
17 of the process. There are processes being

18 recommended for interpretations, petitions,

19 appeals, and complaints, so that good ideas can be
20 brought forth and deficiencies can be identified

21 and dealt with. We field information and feedback
22 processes. Next slide, please. Product evaluation
23 is being dealt with In -- the concept is that a

24  vendor will develop a candidate system, select one

25 of a list of accredited labs, bring that system to

21

1 the lab, and explain its function. The lab will

2 then develop a specialized test plan for that

3 system. That test plan will be delivered to the

4 EAC for review and approval, and then the lab will
5 be free to go ahead on this test. Actually, 1

6 think we went backward there. So here®s the process
7 in overview. The candidate system gets brought to
8 a set of accredited labs. The labs first develop a
9 test plan, deliver that to the EAC. Once it"s

10 approved they do the tests, send over a test

11 report, and the EAC, with the assistance of a test
12 review team, will look over those documents. And
13 when it"s satisfied that a product meets the

14 requirements, three things need to happen. First,
15 clearly the system will be certified by the

16 Commissioners. And at that point, the vendor needs
17 to put that system under its quality and

18 configuration control process, to ensure that the
19 system tested will be in tolerance to the systems
20 delivered from that point forward. Then it"s very
21 important that an adequate and a technically
22 detailed description of the system be prepared and
23 delivered to state and local officials so that when
24 they are evaluating systems for state acceptance
25 and local incoming receiving inspection, they can
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22

1 know that in detail with the systems they"re

2 looking at are the same as the system that was

3 originally evaluated at the federal level.

4 Software will be deposited in the software records

5 library at M.1.S.T. and hash codes and other

6 metrics will be delivered, so that with high

7 confidence, the software can be certified to be the

8 same without change, in this systems evaluation,

9 state, and local level, and on each system as it"s
10 brought in initially for receiving, and then before
11 each election it can be documented that the
12 software is uncahnged from what was evaluated.

13 Following those evaluations, the system is
14 delivered for deployment and use. Next slide,
15 please. That assumes that a lot of lines of
16 communication are established and developed.
17 Clearly vendors need to be communicating ongoing
18 with the Commission, with state and local
19 officials, and with those who perform incoming
20 receiving. No product remains unchanged for long,
21 particularly with ongoing part changes, responses
22 to field experience, and other things. And so that
23 communication also envisions the vendor notifying
24 officials of changes that they proposed, and then
25 appropriate evaluations being done to upgrade

23

1 systems certifications. And of course, ongoing

2 communication with technical reviewers, NIST, and

3 the National Voluntary Laboratory Accreditation

4 Program, and the software reference library, and

5 the citizens. When a system is well constructed

6 and these processes are detailed out, as they are

7 being recommended today, we believe that what is

8 delivered will be satisfactory answers to the
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9 Commission and to the nation as a whole -- that

10 minimum acceptable standards have been developed,
11 that competent laboratories have been identified,
12 evaluated, and in place to review some candidate

13 systems, that the vendors will be good partners and
14 control deliver units with a manufacturing

15 tolerance to those that are evaluated. That

16 election officials will have the tools at their

17 disposal to know that if non-compliant systems,

18 either in hardware or software are either initially
19 delivered or, before elections, brought forth, that
20 they can document that the systems before each

21 election are the same as those that were evaluated.
22 And finally, that the election officials and

23 poll-workers will us the systems as intended. So I
24 thank you for this time and this opportunity to

25 present these thoughts.

24

1 CHAIR HILLMAN: Okay, Commissioners, if

2 it"s okay, we"ll wait and have questions after all
3 three have made presentations. Mr. Wall?

4 MR. WALL: Thank you, Madame Chair and

5 Commissioners. This presentation compares the

6 proposed EAC certification program with a similar

7 products approval program, mandated by the US

8 Federal Communications Commission. It will show

9 that the EAC proposed system is comparable to other
10 private sector and government conformity assessment
11 systems. My testimony will basically cover some

12 common terms, so they"re not confused, some

13 standards that are internationally accepted, go

14 over some of the same issues that Steve has already
15 covered -- Mr. Berger has already covered, talk

16 about the EAC conformity assessment program, just
17 the key elements, similarities between the EAC

18 system and the FCC system for product

19 certification. 1711 talk abut the stakeholders
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20 inputs to all the systems, enforcement, and then
21 conclusion and additional thoughts. You"ll hear
22 different terms; you"ll hear conformity assessment,
23 you"ll hear certification, equipment approval and
24 -- certification, just to be clear, is a

25 third-party product approval system. And

25
1 accredited laboratories are laboratories that have
2 determined to be competent to perform a specific
3 task. And they usually accredit it by somebody, in
4 this case it"d be under the NIST NVLAP program. A
5 lot of these definitions and everything come out
6 IEC ISO Guide 17000. These are just a short list
7 of some of the conformity assessment guides. Mr.
8 Berger has already mentioned some of them. The one
9 that -- probably one that will be used here in this
10 program is, of course, 17025, which is the program
11 for laboratory accreditation. The creditor must
12 meet guide 58. Certification bodies typically meet
13 17011, and there®s the definitions and terms of
14 those. Again, if you look at 17000, IEC Standard
15 17000 those terms are explained in greater detail.
16 Mr. Berger has already gone over the key elements,
17 so 1 won"t spend a lot of time on the EAC program
18 that"s being proposed. But basically you®"re going
19 to use accredited laboratories, there"s a vendor
20 registration program, there"s a test plan
21 submittal, voters systems are tested, and
22 applications filed with the EAC. The applications
23 will be viewed by technical reviewers, and then
24 there®s a quality system to ensure compliance of
25 the product that®"s actually marketed. Maybe 1"11
26

1 just mention very, very briefly a little bit about
2 the FCC. The FCC is an independent regulatory
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agency, created by the Communications Act of 1934,
and 1t"s been amended a number of times, to
regulate radio and wire line communications in the
public interest. It has adopted mandatory
standards to ensure --

CHAIR HILLMAN: Excuse me one second, Mr.

© 00 N o o b~ W

Wall, could you turn the mic a little bit toward
10 you so that we --

11 MR. WALL: -- it has mandatory standards
12 that was adopted over the years, and then it has
13 adopted a quality approval program, or a conformity
14 assessment program. These -- this is called the

15 electromagnetic environment, or radio environment,
16 with all kinds of the places on the market. Now,
17 I"m not implying by this diagram that the FCC

18 regulates the lightning and ESD, but manufacturers
19 have to take into considerations when they"re

20 designing a product, the electrical iImpact or radio
21 impact of lightning and other national phenomenons.
22 Obviously, power lines can cause interference, so
23 power companies have to take that into

24 consideration. We do regulate a number of

25 products, such as transmittals, computers, and

27

other devices. We have adopted, over the years,
some technical regulations or mandatory standards,
test methods, conformity assessment requirements,
and marketing requirements. Briefly, this is the
FCC equipment modification program. We have more
than just certification requirements. Most
products are subject to what it is called

manufacturers self-declaration [phonetic], SDOC.

© 00 N O O b~ W N P

For a few products, such as transmitters, we feel

=
o

there®s greater potential for radio interference,

=
[N

so we have adopted this certification program, but

=
N

it"s only for a few products. The certification

=
w

process that the FCC has adopted is just kind of
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14 outlined here really briefly. The product is tested
15 to determine compliance, a report is prepared, that
16 report is sent to either the FCC or something

17 called a telecommunication certification party. It
18 has been designated -- accredited by ANSI and

19 designated by the FCC. They are -- if you will,

20 many FCC"s that have authority to certify products.
21 Their authority is very limited. But any case, the
22 manufacturer sends the application to either the

23 FCC for approval or the ETCB. The FCC issues a

24 grant, a label is put on a product, uses

25 instructions, and the product is marketed. A

28

1 summary of the key elements of the FCC program.

2 They are equipped with standards, and test

3 procedures as specified. The equipment is tested
4 by an accredited laboratory. The test report in

5 application must be submitted to the FCC or

6 designated TCB for approval. A grant of

7 certification is issued by the FCC, and there are
8 follow-up audits and compliance, if necessary. In
9 conclusion, while there are some minor differences
10 between the proposed EAC system and the FCC

11 certification system, the major issues and

12 procedures are essentially the same. Both systems
13 are developed in the open, with public input and
14 guidance, and both have all the essential same

15 elements. Now, some additional thoughts, the key
16 element of the EAC certification program is the use
17 of technical reviews to review and evaluate the

18 efficiency of voting systems. Sufficient training
19 and time should be allocated to develop eight to
20 ten technical reviewers -- basically you®re using
21 contractors to do that. Meetings of the technical
22 reviewers and the EAC staff should be held on a

23 regular basis to ensure consistency of the results.
24 The reason I"m giving you these additional thoughts
25 is In going through and developing the TCB program
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1 for the FCC, these are the type of issues that we
2 ran into -- the constant communication between all
3 the parties is a key element of that. To ensure

4  the voting systems are marketed -- are the same as
5 the unit tested and certified, require

6 manufacturers to have a plan in place to ensure

7 reliability and consistency of products marketed

8 based on a units test and certified. That"s the

9 quality program that Mr. Berger was talking about.
10 Have the states and technical reviewers field test
11 at least one system for each of the manufacturers
12 against the unit certified. To help the states and
13 local municipalities, it would be helpful if the

14 EAC would call on the manufacturers to include any
15 application or series of simple test to assist the
16 end user in determining efficiency or the

17 compliance of the voting system. The voting system
18 users should be encouraged to follow reports of the
19 EAC to -- on how the machines are functioning in
20 the field. The reports should be taken seriously
21 and audits should be performed, if warranted. And
22 finally, actions to direct field problems can be a
23 number of different ways -- allow manufacturers to
24 correct field problems, remove manufacturers from
25 the EAC vendor list, or issue EAC notice of

30

1 non-conformity. And these are all tools that you
2 use, or would you develop as you move down the

3 path. Again, these are just some personal

4 comments, and thank you for the time.

5 CHAIR HILLMAN: Okay, thank you very

6 much, Mr. Wall. Mr. Hancock, does your

7 presentation -- if it doesn"t, would it, just do a
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8 review for us of where the certification process
has been, and where it is today, and how -- just

10 how it will move forward. 1 know you"re going to

11 address moving forward, but I would like for the

12 record to put it into the context of where the

13 process has been and where it is today.

14 MR. HANCOCK: I will do that; thank you,

15 Madame Chair. As you can see, the EAC staff has

16 been working very closely with Mr. Berger and Mr.

17 Wall over the past several months to develop the

18 proposed EAC testing and certification program,

19 parallel to a very well developed and very well

20 recognized program in other government agencies.

21 We didn"t just start from scratch or from somewhere

22 out there. We"ve worked very hard to make sure

23 this program is similar to other well established

24 programs. Where the testing and certification

25 program is now -- for the past 12 to 15 years, the
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1 National Association of State Election Directors,

2 that is NASED, has been the entity in charge of the
3 testing, and currently qualification, of voting

4 systems. After the Federal Election Commission

5 passed the first set of voluntary voting systems

6 standards in 1990, there was not an organization

7 out there -- that is, Congress did not give the FEC
8 the authority at that time, nor any other federal

9 agency, the authority to implement the standards

10 and to have voting systems tested to these

11 standards. To step in to the gap, as it were, the
12 National Association of State Election Directors

13 which, in fact, was a very new organization at that
14 time, felt that it was not only in the best

15 interest of the company, but also in the best

16 interest of their organization to step in and

17 develop a process to use these standards to test

18 voting systems. During that process, NASED has

19 worked with three test labs -- there"s currently
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20 three test labs used. These labs have been

21 accredited by NASED, by an individual that is, in
22 fact, certified by NVLAP, the National Voluntary
23 Laboratory Accreditation Program to do for them
24 accreditation of laboratories. And it follows a

25 very, very similar program that NVLAP will be using

32

1 to accredit the EAC laboratories in the future.

2 The process currently is that a voting systems

3 vendor will contract with one of these test labs,

4 initially, it was simply hardware. It"s moved now
5 more because computers have moved to software;

6 there are software test labs as well. The vendors
7 have their systems tested by these independent labs
8 according to the current, currently 2002 Voting

9 Systems Standards. Once that process has been
10 completed, the test report moves from the test lab
11 to members of the NASED technical subcommittee, of
12 the voting systems board of NASED. These folks are
13 experts, not only in election administration, but
14 also in computer science. They review the test

15 reports to make sure that the labs have done their
16 due diligence in testing these systems, and then

17 recommend to the full voting systems board that the
18 systems be qualified. At that point, NASED does

19 issue a qualification number to the voting system.
20 And that is where we are as of today"s date.
21 CHAIR HILLMAN: Okay. You referred to
22 NVLAP, accrediting labs for EAC. Will you explain
23 NVLAP?
24 MR. HANCOCK: All right. NVLAP is an arm
25 of NIST. It"s an organization under the National

33

1 Institute of Standards and Technology. It is the
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2 National Voluntary Laboratory Accreditation

3 Program, and it works to test laboratories under

4 ISO Standard 17025 that Steve and Art have talked
5 about.

6 CHAIR HILLMAN: Okay. And just one other
7 point of clarification before you go on, what is

8 the difference between what was previously a

9 qualification and what EAC is being asked to do,

10 which 1 understand is certified?

11 MR. HANCOCK: Yes, Madame Chair.

12 Essentially qualify and certify can be used

13 interchangeably. The NASED process was qualified;
14 under the Help America Vote Act, it requires the
15 EAC certify voting systems. The process is very

16 similar, however.

17 CHAIR HILLMAN: Thank you, please

18 proceed.

19 MR. HANCOCK: Okay. Madame Chair, 1 will
20 now read the staff recommendation into the record,
21 and 1"ve also submitted this document for inclusion
22 into the written record. After | read the

23 recommendation, the three of us would be happy to
24 take any questions from the Commission. As

25 required by Section 231 of the Help America Vote

34

1 Act of 2002, the Election Assistance Commission is
2 mandated to provide for the testing, certification,
3 decertification, and recertification of voting

4 systems. To accomplish this goal, the Commission
5 is required to first develop a program for

6 accrediting independent, non-Federal testing

7 laboratories. These accredited laboratories will

8 test voting systems in accordance wit applicable

9 EAC standards or guidelines. The EAC is also

10 required to create a program and process for the

11 ultimate certification, decertification,

12 recertification of tested voting system hardware

13 and software. Consistent with these mandates,
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14 therefore, staff recommends the Commission -- A,
15 provide for interim accreditation of National

16 Association of State Election Directors accredited
17 Independent Test Authorities, or ITA"s. The EAC
18 will develop a process to temporarily accredit

19 current NASED ITS"s. This temporary EAC

20 accreditation is needed to ensure that certified
21 test laboratories are available in the near term.
22 It has been determined that the EAC will not

23 receive a recommended list of testing laboratories
24 from the National Institute of Standards and

25 Technology®s National Voluntary Laboratory
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1 Accreditation Program until approximately the

2 spring of 2007. Item B, develop procedures for the
3 EAC accreditation of Voting System Test

4 Laboratories, as opposed to the accreditation of

5 the current ITA"s. The EAC will develop procedures
6 for the accreditation of Voting System Test

7 Laboratories recommended by NIST after appropriate
8 evaluation under its NVLAP program. C, create

9 procedures for the EAC certification,

10 decertification, and recertification of voting

11 systems. These procedures shall constitute a

12 program which, one, makes use of the test results
13 provided by EAC certified Voting System Test Labs
14 or ITA"s. Certified labs shall, through the use of
15 technical data packages and test plans, test voting
16 systems to standards found in the relevant EAC

17 guidelines. Voting System Test Labs, or ITA"s

18 shall create test reports for use by the Election
19 Assistance Commission in its system certification
20 program. Two, utilize contracted experts to assist
21 the EAC in the review of voting system technical

22 data packages, test plans, and test reports

23 forwarded by the test laboratories. Three, provide
24 stakeholders a process for requesting
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25 interpretations of voting systems standards found

36

1 in the EAC Guidelines and appealing perceived

2 adverse certification determinations. Four,

3 provide the public access to relevant voting system
4 information to the greatest degree practical under
5 current law. And D, develop additional procedures
6 and documents necessary to carry out this program.
7 With that, Madame Chair, we would be happy to

8 answer any questions the Commission might have.

9 CHAIR HILLMAN: Okay. Commissioners,
10 given the time we have about ten minutes a piece
11 which would include our questions to the panelists
12 and their responses back. Mr. Vice-Chairman?
13 MR. DEGREGORIO: Thank you, Madame Chair.
14 Thank you for your presentation, and | know this
15 has been a process that we have taken very
16 seriously, and | know that you all and folks
17 associated with you worked very hard to bring us to
18 this point. |If 1 might ask just a few questions.
19 Mr. Berger, in your presentation, you gave us a
20 slide that talked about this national program, this
21 one that"s established by the EAC, then how there®s
22 a state program -- there"s a state"s program for
23 certification. How is our national program going
24 to help instruct state and local election officials
25 in the process that they use to certify election

37

1 equipment in their state?

2 MR. BERGER: Well, there"s overlap and

3 difference. In the national program, we"re looking
4 at common minimum requirements for voting equipment
5 that are common for all states, and that®s the

6 primary focus of that program. In the state

7 evaluations, the officials are particularly looking
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8 at the unique ways that each state conducts

9 elections and evaluating systems as to their

10 adequacy to support individual state requirements.
11 The two obviously are linked and 1 think, well

12 constructed, there"s a certain level of overlap,
13 because deficiencies can be identified in one place
14 or another, and those sorts of things need to be
15 identified. For example, functional problems or
16 security vulnerabilities may be identified at any
17 point in the system. And clearly, a well

18 constructed system would provide with appropriate
19 reaction and can come about whether or not that

20 happens in the initial evaluation through the EAC
21 process, or subsequently in a state evaluation.

22 MR. DEGREGORIO: Okay. Mr. Hancock, can
23 you give us some idea of a timetable for this

24 activity. And 1 recognize that we"re going to be

25 hear -- getting comments on the voluntary voting
38

1 system guidelines until September 30, and then at

2 some point thereafter, perhaps, in October this

3 Commission will adopt these guidelines. And that

4 begins a process, obviously once that is done. But
5 can you give me some -- and 1 know you described

6 the certification process for the laboratories.

7 You"re suggesting to us that we have an interim

8 accreditation and then the longer term some time in
9 2007, after we get the NIST/NVLAP process

10 completed. What is the time frame that you see for
11 the first equipment out there to be run through

12 this program and to certified for the EAC. Do you
13 have any estimate for a timetable for this?

14 MR. HANCOCK: Yes, Mr. Vice-Chair, 1

15 think we do. We have been working over the past

16 several months and have already established

17 procedures and documents that will be ready for

18 Commission review very shortly, for the interim
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19 accreditation of the NVLAP labs that 1 spoke of.
20 That will be ready, again, for Commission review,
21 probably within the next one to two weeks | think
22 that can be done. Beyond that, sometime in

23 September, 1| believe we should be ready to start
24 the procedures that will bring us competent

25 technical reviewers that we spoke about that will

39
1 need to look at the test plans that come in, the
2 test reports, to help us get guidance to the
3 Commission. Beyond that, we are looking sometime
4 toward the end of this calendar year to be able to
5 begin the full testing program, so we would say
6 probably December sometime we would hope to have
7 the technical reviewers on board, trained, and
8 ready to go to review reports. And hopefully those
9 currently ITA"s will be ready to do the same to the
10 guidelines.
11 MR. DEGREGORIO: I know you described the
12 current system, the current NASED certification,
13 and of course this one that is proposed. What
14 would you say that are two to three major
15 differences or enhancements, perhaps, to this
16 process, the one we are about to embark on with the
17 EAC versus the NASED process that has been in
18 existence for, certainly, several years.
19 MR. HANCOCK: Yes, certainly to me, one
20 of the key points of the program, and probably the
21 most important that we are presenting for
22 Commission consideration is the transparency of the
23 process. | think we"ve all heard and read
24 different reports that the current process does not
25 allow the public, media, other members to review

40

1 what goes on in the process, what test labs do,
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2 what, you know, NASED does to a great extent. We

3 are going to provide through a program to allow as
4 much openness. We envision a program whereby the

5 EAC would make available on its website, test

6 reports, even things like pictures of the systems

7 that were tested, other pertinent information,

8 consistent with current law. OFf course, there

9 would be certain things, proprietary information,
10 that would need to be redacted from those reports.
11 But I think the transparency by far is the key. We
12 will also have -- 1 just think more resources than
13 the NASED folks had to put towards all this, so the
14 program will be a little larger and hopefully done
15 consistent to more international programs that

16 NASED was not able to do.

17 MR. DEGREGORIO: Thank you. Thank you,
18 Madame Chair.

19 CHAIR HILLMAN: Okay, Commissioner
20 Martinez?
21 MR. MARTINEZ: Thank you, Madame Chair.
22 And my thanks to all of your for your time and your
23 expertise to this particular issue. Mr. Hancock,
24 and I"m sorry if I"m having you repeat something
25 you might have said during your presentation. How

41

1 many states currently participate or require a

2 national certification of their voting systems

3 before a vendor can actually market that system in
4 their jurisdiction?

5 MR. HANCOCK: Right now about 40 states

6 require a use of the current voluntary voting

7 system standards.

8 MR. MARTINEZ: And I know that youT"ve

9 been doing this for even longer than the history of
10 the EAC because you came over to us from the FCC,
11 and you even in that capacity were participating

12 with helping to coordinate the certification
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13 process through NASED. 1Is there any indication

14 from you, in just talking to your colleagues and
15 others, that do this that some of the states that
16 do not participate may have some interest so that
17 we can increase the number 40 up to as much to full
18 participation as possible.

19 MR. HANCOCK: I think so, at least some
20 indication has been out there. There are a few

21 states that actually had problems in the last

22 federal election that did not use the current

23 voluntary voting system standards that 1 think now
24 see some of the reasons for using that program and

25 some of the benefits it can bring to the states.
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1 So 1 would say yes, 1"m looking for several more

2 states, at least, to adopt the standards and new

3 guidelines.

4 MR. MARTINEZ: Mr. Berger, one of the

5 things that is somewhat intriguing to me is this

6 whole -- this term used and called decertification.
7 And perhaps, Mr. Hancock, you can jump in here, is
8 there any precedent for the decertification of a

9 voting system in this county?

10 MR. BERGER: Brian, do you want to take
11 that question?

12 MR. HANCOCK: Sure, as far as I1"m aware,
13 the current NASED process has never decertified a
14 voting system. What happens more than likely if a
15 defect is found during the current testing process,
16 that machine never gets out into the public or is
17 able to be purchased by election officials. It is
18 sent back to the vendor to make whatever changes
19 are necessary, and then is put back into the

20 testing process to make sure those changes have

21 been made.

22 MR. MARTINEZ: So in this framework that

23 you are envisioning that we are trying to wrap our

<span style="
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UNI TED STATES ELECTI ON ASSI STANCE COWM SSI ON
PUBLI C MEETI NG

TUESDAY, AUGUST 23, 2005 - 1:00 P.M

THE ADAM S MARK HOTEL
DENVER, COLORADO

CHAIR HI LLMAN: COkay, this hearing of the
United States Election Commission will cone to
order. Before we begin, just a couple of
announcenents, may | ask everybody to nake sure
that your phones, pagers, and all other electronic
devices are either turned off or silenced, so as
not to disrupt the proceedings. This nmeeting is

scheduled to run from 1:00 to 5:00 p.m There will

© 00 N O 00 b~ W N B

be three panels and it will end with a 30 mnute
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peri od, in which various individuals have signed up
to do short testinobnies. Please stand and join ne
in the Pledge of Allegiance.

ALL: | pledge allegiance to the flag of
the United States of Anerica, and to the Republic
for which it stands, one Nation, under Cod,
individual, with liberty and justice for all.

CHAIR HI LLMAN:  If we could have a roll
call, please?

M5. THOWPSON:. Thank you, Madanme Chair.
Conmi ssi oners, please answer by saying present or
here when | call your nane. Gacia Hllman, Chair?

CHAIR HI LLMAN:  Here.

M5. THOWPSON:. Paul Degregorio, Vice-
Chai r man?

MR, DEGREGORI O Her e.

M5. THOWPSON: Ray Martinez,
Conmi ssi oner ?

MR MARTI NEZ: Here.

MS. THOWPSON:  Donetta Davi dson,
Conmi ssi oner ?

M5. DAVI DSON:  Here.

MS. THOWPSON:  Madame Chair, that is four
menbers present.

CHAIR HI LLMAN:  Thank you. W have
before us the agenda for today's hearing. Are
there any changes to the agenda? |If not, it would
be appropriate to adopt the agenda.

MS. DAVIDSON:  So noved.

MR MARTI NEZ:  Second.

CHAIR H LLMAN: Al in favor?

V5. DAVI DSON: l.

VR, MARTI NEZ: l.

MR DEGREGORI O |.

CHAIR HI LLMAN: Ckay. Presentations on
proposed Vol untary Voting System Quidel i nes, that

is the subject of today's hearing. This is the
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third of three hearings that the El ection
Assi stance Comm ssion is holding on the proposed
Guidelines. The Guidelines were posted for public

comment on or about the 29th of June. They wll be

avail able for public comment for a 90 day period,
whi ch neans the end of the coment period is about
Septenber 30. 1In addition to the conments that we
have received via e-mail, and fax, and other
mechani snms to our offices, we are receiving
testinmony from individuals who we have invited to
present for us, or individuals who have signed up
for the public comment period. Al of it provides
i nval uabl e information and insight into the work
that we are doing. This is, of course, the first
time that the El ection Assistance Conm ssion will
be issuing Voluntary Voting System Gui del i nes under
its authority, as mandated by the Help Anerica Vote
Act. This is a process that we take very
seriously. It's a huge task. It's an enornous
responsibility, but a very inportant one. And
while many of the issues that we address are very
technical in nature, this also speaks to the
essence of the confidence that the voters have in
the voting systens that they use when they go to
the polls to vote on election day. And so, wthout

further coment, unless there are any opening

remarks from Comm ssioners -- no? W will get into
the panel. Qur first panel, local election
officials, and in the order that they will present,
we have Bob Terwilliger?

MR. TERWLLIGER: That's right.

CHAIR HI LLMAN: Terwilliger, I'mgoing to
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keep saying that and it's going to roll right up --
who is Auditor Snohomi sh [phonetic], am | doing
that right?

MR TERWLLIGER  Um hmm

CHAIR HI LLMAN: That is such a chall enge
I love it -- Snohomi sh County, Washington. Also
with us is Lance Grough, Executive Director of the
Chi cago Board of Elections, and Russ Ragsdal e,
Clerk and Recorder, Cty and County of Broonfield.
That neans the City is Broonfield and the county is
Broonfield?

MR GROUGH Yes, nmm' am

CHAIR HI LLMAN: That's great, terrific.
Thank you very much for accepting the invitation to
be here. And we will begin, | understand that we
each have witten testinony fromthe three of you
so we do have that to refer to. And we ask that
you take up to about seven minutes to just do a
revi ew and overvi ew of your testinony, and then we
will have questions to follow that. Thank you.

MR. TERWLLI GER: Thank you, Madane

Chair. | appreciate the opportunity to be here

today. M nane is Bob Terwilliger. | amcurrently
the el ected Snohom sh County auditor fromthe State
of Washington. |'ve been the el ected auditor since
1993, and for ten years before that | was Chief
Deputy Auditor. In addition, | have a | aw degree
and served three years in the Snohonmi sh County
Prosecuting Attorney's O fice, as a Deputy
Prosecuting Attorney, advising the County Auditor's
Ofice on legal nmatters related to Election Law.
I'"m al so a nenber of the EAC Standards Board, so
I've been directly and indirectly in the elections
and voter registration business for over 25 years.
It's clear that since the presidential elections of
2000 and 2004, and in the State of Washington since

the governor's race in 2004, the public in genera
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and various interest groups, specifically, have
becone interested, energized, and involved in all
aspects of election and voter registration
processes. This, | believe, is long overdue and is
good in healthy turn of events. Nowhere is this
interest nore prevalent than in and around the
concern for how election tabul ation software and
hardware is devel oped, manufactured, tested, and
depl oyed, and used in the process of counting

ballots. This series of events involves vendors,

election officials, testing authorities, and the
public. The purpose of nmy comments today is to
offer nmy inpression of the draft Voting System

Gui del i nes, volunme one. M coments are limted to
two through six. The sections dealing with issues
outlined in seven through nine are the [inaudi bl e]
wel | founded in the concepts and precepts of
conmputers, and the associ ated technol ogy,
performance standards, and testing standards which
is well beyond ny expertise. In general, | believe
the standards set forth in sections two through six
foll ow common sense precepts that, to a large
degree, are already followed by elections officials
around the country. As you have experts here to
tal k about the accessibility issues for the

di sabl ed, ny only coment on those sections is that
the level of specificity and the breadth of

popul ations intended to be served by those
standards will all add additional costs. For nmany
jurisdictions, even with the HAVA noney, the cost
implications are overwhelmng, and certainly wll
be so once the HAVA nmoney is gone. Therefore, it is
critical that the nandatory requirenents for voters
with disabilities be limted to serve the |argest

nunbers of a disabled comunity is possible, while

file:///C)/ Templtranscript_082305-02.htm[7/13/2010 11:23:50 AM]



1 at the sane tinme recognizing that not every single
2 disability can be accompdated in a polling place
3 environnent. As a county that converted its
4 polling placing environment from one of optica
5 scan central count to electronic DRE central count
6 in 2002, | amespecially interested in the sections
7 dealing with electronic voting. |n our county,
8 650, 000 popul ation, 359, 000 regi stered voters,
9 220, 000 who vote by mail, we have depl oyed
10 el ectronic voting wthout any major mshaps. W do
11 not use any w reless conmunication node. W do not
12 transmt any data via the internet. W have a
13 stand al one, central count, ballot tabulation
14 environnent. W count all ballots centrally. W
15 enpl oy parallel nmonitoring for all elections. W
16 calcul ate pre-logic and accuracy test to al
17 machi nes to be deployed in any given election. And
18 we al so conduct a logic and accuracy test,
19 supervi sed by the Secretary of State's office
20 three days before the election, and again on
21 el ection day before we count ballots. And finally,
22 we conduct a post-election logic and accuracy test
23 on all machines used in the election. W understand
24 the need to denonstrate the trustworthiness of
25 votes cast on electronic voting nmachines. One area
1 over which counties, and to a |large degree, the
2 state election offices as well have had to rely on
3 has been the area of testing the hardware and
4 software by independent testing |aboratories. The
5 requirenents for nore rigorous testing for hardware
6 and software is set forth in sections three and
7 four are, in my opinion, are long overdue. M only
8 suggestion would be to nove rapidly to certify nore
9 i ndependent testing authorities, and to require
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their process of testing be open to the public so
trust can be built wit the public regarding the
testing process. For example, if there was
sufficient testing authorities certified on a

regi onal basis, then those interested nmenbers of
the public, or interest groups in a region, could
attend the testing process to ensure that the
standards, as adopted by the EAC are being adhered
to on a regular basis. Mre openness about the
testing of the source code, while at the same tinme
protecting proprietary interests of the vendors is
a good thing. Also, the records of the software and
hardware that have been tested and certified mnust
al ways be current, and what is being used in the

I ocal jurisdictions nust always correspond to what

has been tested and certified. Section five tal ks

about tel ecomunication issues and protocols, which
again are beyond ny expertise. Finally, | would
like to make some comments on section six, which
deals with the standards for electronic voting. In
order for the independent dual verification systens
to be useful, the standards for this option nust be
devel oped quickly and hopefully economically as
well. Being a county that has electronic voting at
the polls, and also being froma state that has
required voter verified paper audit trails,
effective January 1, 2006, ny county is faced with
spending $1 nmillion to conply with this

requirenent. If other jurisdictions can benefit
fromthe quick devel opnent of independent dua
verification systens at a reasonable cost, then the
two mmjor issues surrounding electronic voting, as
stated in the draft, Voluntary Voting System

Gui del i nes, which are whether electronic voting
systens are accurately recording ballot choices,

and whet her the ballot record contents can be
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3

audi ted precisely, post election, may be resol ved
wi thout resorting to the expense of alternative of
voter verified paper audit trails. The requirenent
for voter verified paper audit trails that various

states, including Washi ngton, have passed, may wel |

complicate the polling place environnent w thout
any real proof that the two ngjor audit issues for
el ectronic voting have been nmet. | am convinced
that the process we have in place in Snohom sh
County for progranm ng, testing, deploying, and
auditing of the electronic voting nmachi nes, coupled
with the enhanced and nore rigorous testing
standards than the draft Voluntary Voting System
Quidelines for software and hardware are sufficient
to denonstrate that electronic voting machines are
accurate and trustworthy. The voluntary, excuse
me, the voter verified paper audit trail solution
for the independent dual verification systens need
to be both available at a cost within reach of

|l ocal election jurisdictions and in a manner
transparent to the voter to be effective and
showi ng that electronic voting is both accurate and
trustworthy. Thank you.

CHAIR HI LLMAN: Thank you, very rmuch.

M. G ough, Chicago, Illinois.

MR, GROUGH. Thank you. Madane Chair, if
it's all right with you, | did give witten
comments, but if | could not read from them because
there's some itens that 1'd like to add, if the

Conmi ssion would give ne that --

CHAIR HI LLMAN: Certainly.
MR GROUGH. -- permission. Thank you

Yeah, it's funny, |'ve been in the election
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busi ness for over 30 years now, and when | first

got to the Chicago Board of Election, | thought al
you had to do was get a polling place, get the

ball ots out there, have the voters vote, you count
them and you' re done. Well, ny second day on the
job I found out that's not true. There are so many
itens that, you know, the election officials have
to concentrate on. And recently, after the 2000

el ection, the public has now becone an expert al so
And after that cry after the 2000 presidentia

el ecti on, HAVA was enacted, and that's why this
Commi ssion was put in place. And | have to appl aud
this Comm ssion. |If you look at the way this

Conmi ssion is made up, you have officials that know
state election, local election, advocacy groups,
campai gns. This Comm ssion has, probably out of

all the federal conmm ssions |'ve seen, has seen
what we have been asking for many years. And |
have to applaud this Commi ssion. And | also would
like to state that |'ve seen your budget. 1've

seen your nunber of enployees that you have

working; | would like to urge Congress, and
whatever we can do in Illinois, to give you the
tools to operate with. | know the size of your
staff. | just run the city elections for the Gty

of Chicago, and | have 163 full-tine enployees, and
you're overlooking the entire United States, so
there has to be sone kind of accountability and
Congress should know about that. Wsat I'd like to
talk about is that, you know, the single nost
chal | engi ng aspect now facing election authorities
in the United States is conpliance with HAVA. And
this requirenent, and one item | would like to talk
about is people with disabilities. In the Cty of
Chi cago, we believe everybody, everybody has the

right to vote. Everybody has the right to cast
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their ballot in secrecy, and 1'd like to get --
like to talk nore about that. But just to let you
know, in the last two weeks the Chicago Board of

El ections just inplenented a contract, a $26
mllion contract with a new vendor that we will be
having -- we have gotten rid of punch card voting
we are probably the |last name standing. W thought
punch card got a black eye, but due to public
pressure, we're nmaking that change. And what we're
doing is we're going to a dual system and I'd |ike

to explain that. W' re going to have optica

ball ots being counted in the precincts, along with
the DRE nmachi ne, so we can take care of people with
disabilities, and under section 203 of the Voting
Ri ghts Act, |anguage capabilities. On DRE you're
able to use multiple languages. W're going to
take both of those units that are being counted in
the precinct, and we're going to downl oad the
menory card fromthe optical and the nenory card
fromthe DRE into one unit that will comnbine
totals, will also print out those totals, and |
know a | ot of people don't want to hear those, but
they will transmit those wirelessly to our office
And | ooking at the standards, |'d like to comend
this Conmission for keeping the availability, or
allowing us to do this wireless transm ssion. W
think it's very necessary in the City of Chicago
We have 2,709 precincts scattered throughout the
City of Chicago, and to get the results to us as
soon as possible we think is very critical. And
I"I'l talk about security question and answer with
the Comm ssion after that. W also have gone to
nane on ballot, and in fact, from going from punch
card voting, using optical ballot as |arge as our
ballot is in the Cty of Chicago, our ballot is
going to be 22 inches long, which is the longest in
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the industry. And even with that we still may have
to go to two different ballot cards, which is going
to make our job that much harder. W talk about
money; well, consider we are going from punch card
to name on ballot will increase our printing cost
by about a third, so we're |ooking at about $1.2
mllion in printing ballots alone for the Gty of
Chicago. In the year after the 2000 election, a
lot of jurisdictions ran to optical scan and found
out that they weren't the end all and do all of
equipment. In fact, I'd like to say right now that
there's not a DRE that |'ve seen that could handle
everything. There's not one DRE out there that can
handl e all the needs for the disability. And in
fact, your standards that you' ve just published

I'"d like to appl aud you that they have probably the
toughest standards, nmeaning to neet with the
disability conmunity, but with |less than seven
months to go before our next election,

approxi mately 210 days before we have our primary
el ection, these standards are strictly voluntary,
and they've just been published; they haven't even
been adopted yet. We had to purchase equi pnent,
and we're in the process of having it delivered

It nmeets the 2002 standards, but | don't think it

all nmeets the 2006 standards that you guys have --
that the Conmmi ssion has proposed. And that's going
to cause a problemwith us. | don't know if the
Conmmi ssion is going to ask for all equiprment to be
retested or not, that's sonething | will follow up
with a paper to this Conm ssion, because in our
contract we do have that the conmpany has to neet

all standards for the 2006, so we're hoping that
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happens. Before this Conm ssion published your
standards, we had to nmeet with the disability
groups in Illinois to go over our equipnment, and
that took approximately two nmonths and we're -- as
you know, if you have a |large group of people that
are review ng equipnent, you will not always agree
on one item And we have nany that we did not
agree on. But we are going to try to put basically
everything in place, as nmuch as possible. But
under the proposed Voting System Guidelines
contained, as | said, many high goals -- desirable
goals for this, and the EAC should be comrended as
giving us that. But please allow nme to take a few
m nutes and review some of the Human Fact or
Quidelines that our ability to conplete, and in ny
own personal opinion, the feasibility of sonme of

these points. It is ny opinion and that of ny

17

staff, there is no single voting systemin the

mar ket today that will neet all the different needs
and requirenents for every type of disability.
Despite our best effort, we are aware that we are
not going to satisfy every disability advocate, but
we're going to do everything we can. And | think
with your guidelines, a lot of those answers, a |ot
of those things will be answered. In the Cty of

Chi cago, we are equipping all 2,709 precinct
polling places with one DRE designed to neet these
needs of the disability. Qur DRE units incorporate
headsets, |'m sorry, and audio instructions to

navi gate the blind voter through the ballot. And
we recently redesigned the navigational box to nake
it nore user friendly for those voters that need
it. This is an acconplishnent that after severa
meetings with our disability groups that we canme up
with sone new equi pnent that's being added that
wasn't part of our contract. For those voters with

no sight, the ability to have a screen go bl ank we
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t hought was an advantage. A lot of our disability
group says, well, some have partial eye sight that
having the entire screen going blank is not what we
want ed, so we had to nake those nodifications. The

gui del i nes suggested that el ectronic inmaging

di spl ay be capable of providing all information in
at least two different font types. Vell, the
equi prent that we have in the present tine does not
do that. Hopefully, by the Novenber election, we
shoul d have that in place. The advocacy guidelines
al so suggested that we provide for persons using
paper ballot who have poor reading vision. Well,
for those persons, we have invited magnifying
materials that we have been doing for the last 20
years. Wiat |I'd like to say is that, you know, we
hear the problem of noney. Mpney always seens to be
a problem but, you know, sonebody -- | nmet
sonmebody that says if you've never been in ny
shoes, you don't know what | go through. | have a
friend that is blind, and for the first time this
March election he'll be able to vote w thout any
assistance. And | don't think you can put a price
tag on that. And 1'd like to applaud the
Commission. |'d like to end that and take
comments. |'d like to end that and say that |
appl aud this Comm ssion for doing everything you
have, and | think we need to go farther. Thank you.
CHAIR HI LLMAN:  Thank you, very mnuch
M. Ragsdale, and that's Broonfield County,
Col orado, right here in Col orado, right?

MR RAGSDALE: Yes, it is --
CHAIR HI LLMAN: Ckay - -
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MR, RAGSDALE: -- Madane Chair, thank
you.

CHAIR HI LLMAN: -- thank you.

MR, RAGSDALE: | amthe Cderk and

Recorder of the City and County of Broonfield. M
nane is Russ Ragsdale. Broonfield is |ocated on

the northern edge of the Denver netro area, and as

such, I'd like to welcome, extend a welcome to the
Commi ssion and to the Standards Board who will be

nmeeting the next two days in Colorado. | hope your
stay is both productive and enjoyable. | would be

remised if | didn't take this opportunity to also
congratul ate the Conmm ssion on the appointnent of

their newest Conmi ssion, former Col orado Secretary
of State, Donetta Davi dson.

MS. DAVI DSON:  Thanks, Ron.

MR RAGSDALE: Donetta and | -- |'ve had
the distinct pleasure of being able to work with
Donetta, for what, the last 70 or 80 -- well, it's
probably been less than that, naybe only 20 years

M5. DAVIDSON. A long tine.

MR. RAGSDALE: -- but she has taught nme a

20

| ot about the world of elections and | appreciate
that. And Colorado's loss is truly the nation's
gain, so | wish you the best in your new adventure
I'"d like to start off with kudos and appreciate to
the Technical Guidelines Devel opnent Committee. The
Vol untary Voting Systens Guideline is an amazing

pi ece of work that was created in a very short
period of tinme. | find it very thorough as --

| ooking through it, | did find sonme typos. | did
find sone specific itens that 1'd like clarified
but overall | think it's an incredible piece of
work, and | think it's a great starting point for
our future in elections. A couple of the areas

that | want to focus on is one, how it deals with
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the interface with the voter, the end user, so to
speak; how it is directed at the vendors and

devel opers of elections systenms, and of course,
it's inpact on local election officials. The WSG
provi des a great deal of focus on the voter as it
shoul d. The usability for the voter and how our

el ection systenms interface with those voters, and
how they are treated by our election systens. If |
may quote from the volume one, section 2.2.7, the
human factors, it describes the difficulties of

desi gni ng usabl e and accessible voting system |

think it does a good -- articulates very well, and
there is a couple of these points I'd like to bring
forth. The first is voting is perfornmed
infrequently, so there is limted opportunity for
voters and poll working to gain famliarity with
the process. This is an infrequent process, the
one of elections, and I would like to bring that on
to the local election officials too. For those of
us in md to small size jurisdictions, often tines
we don't even have full-tine staff working on

el ections. They have other tasks as the year goes
by. So, | just want to point that out in tine
that's -- one of things I'd like to bring out, is
this is a wonderful docunment, but we need to also
make sure that it translates well. How does it
play Vioria [phonetic], so to speak? How does it
translate to the md and snmall size jurisdictions.
The second point that's on that -- in that sane
section is jurisdictions may change voting

equi pnrent, thus opiating [phonetic] whatever
famliarity the voters mght have acquired. Again,
it's the famliarity -- that's the tool that, I'm
sure, my colleagues to my right also appreciate.
Familiarity in any of the elections aspects that

the voters may have, whether it's the |ocation of
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polling place or the use of voting equipnent.
Unfortunately, with all the changes we're seeing in
the world of elections, fanmliarity is beconing a
rare comvodity. There's also another thing | would
like to vote out to is that in our nobile society,
nmore often than jurisdictions changing voting
systens, you will see voters noving from one
jurisdictions to another. And in those states that

have not adopted a uniform voting system those

voters will be faced fromelection to election to
different voting equiprment. For instance
Broonfield, | have three neighboring counties, and

anong the four of us we have two flavors of optica
scan systens and two flavors of DREs. So depending
on what nei ghborhood the voter depends to live in,
they may be dealing with a new voting system from
election to election. Aso, in volune one, in the
fifth section, it sets forth three broad
principles, that | believe, are fundanmental tenants
that | would love to see stitched into a sanple and
hung on the wall of every election official in the
country. Those tenants are, one, all eligible
voters shall have access to the voting process

wi t hout discrimnation. Two, each cast ball ot

shal | accurately capture the selections nade by the

voter. Three, the voting process shall preserve
the secrecy of the ballot. That sunms it up, that's
what our mission is, as local election officials.
And | really appreciate that being articulated in
the WSG It also focuses considerably on
accessibility for voters with disabilities, as it
well should. And it's a requirenent from HAVA, and

it's something we're all going to have to face that
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chal l enge, as local election officials, in our
world. I'mreally interested to see what testinony
you received today fromthe representatives from
the disability comunity, and see how they fee
about the WSG As M. Terw lliger said, sone of
these items in here are from fol ks that have nore
know edge in those particular areas, and this is
the case for nme, with the handi capped
accessibility. WSG is to large part, directed at
the vendors and devel opers of elections systens, as
it should be. This is a certification process

This is what the vendors are going to have to live
up to. | think it sends a strong nessage to the
vendors and devel opers of the systens that the
systenms nust be auditable, the functions nust be
demonstrable and verifiable, and essentially the

system must work. And we appreciate you setting

that standard as high as you have. Because a |large
portion of these guidelines are directed
specifically at system devel opers, it is
necessarily technical in nature. And quite
honestly, reading through this volune in the |ast
two nonths, a lot of it has gone over ny head from
a technical aspect. Wiat | would -- what | would
ask the Commission to do is keep in mnd the

devel opnent of a practical guide for the |ocal

election officials. In other words, converting
this docunent to sonmething -- | guess, to be honest
to you, | don't see too many of ny peers having

this sitting on their desk and referring to it as a
resource to help them establish their processes and
procedures in the elections office. It's an
absolutely fantastic foundation for us, but | think
we need to, and if you'd indulge ne, develop a WSG
for dumm es, nyself being one of the dunm es of

course. Somehow so that we can convert this to the
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reality. | think, when | read through this, one of
the things that | was feeling was a di sconnect
between the effort towards the vendors and the
voters, the disconnect with the local election
officials. Please don't mnimze the role of the

| ocal election official in this process. W are,

after all, the folks in nbst cases who are going to
be procuring, inplenmenting, managi ng, and

mai nt ai ni ng these systens into the future. W need
to have the information and resources available to
understand how to inplement these in practica
terns. What HAVA requires, as M. Gough point
out, we have requirenents with HAVA coming up. On
January 2006 we're going to be required to have
essentially a DRE in every polling place for voter
accessibility. Wat we're asking there, in sone
small to medium size jurisdictions, is

sophi sticated el ection equi pnent, electronic

el ection equipnment. In jurisdictions that have
little to no experience in managing information
systens, this is going to be a challenge and we
need to be able to nake sure those fol ks get the
right instructions and education on how to

i mpl enent this and how to get that across to the
voters. One of the efforts by the Election

Assi stance Commission is the publication of the

El ecti on Managenent Best Practices, and that
attenpts to bring to the election officials around
the country real life situations, real life
solutions to the challenges we're facing.

Unfortunately, | think that's been a passive

effort, and | would like to ask the Commi ssion to

convert that to a nore aggressive effort. |f you
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could conmpel, or | could start doing that, or the
three of us here, it mght be a good idea to start
compel ling our colleagues to submt those
solutions. Left to our devices, we're relatively
resourceful out there, and we are going to have to
share those ideas and those solutions as we neet
these challenges with the rest of the nation. And
in conclusion, one thing that's very clear after
readi ng through the WSG successful inplenentation
will not be a solo effort. W cannot do it as a
solo effort at the local level. 1t cannot be done
as a solo effort at the state level, nor the
federal level. 1It's going to take all three of us
working in unison. So I would ask that, yes, we
need nore additional resources, such as the
i nformation cl eari nghouse, and yes, of course, we
will need nore funding as we cone along with this
And Donetta, not to put pressure on you so early in
your new joy, but we're going to be relying on you
too. Thank you.

CHAIR HI LLMAN: Thank you very much. M.
Ragsdal e, you're absolutely right. Gven the size

and the numerous technical references in the

guidelines, it's not the kind of docunent that one
can just flip to and go to section whatever,

what ever, to get sone guidance. So we appreciate
your request and recommendati on about a practica
handbook, if you will. But you' ve also done a

rat her unique thing, which I for one appreciate
very nmuch. And that is you nanaged to find the
statenment of principles in there. And it's one
that really resonates to a very inportant issue.
And | wish, if you would for ne, for the record,
just read that wonderful statenent of principle
that you found in there about the accessibility

issue. And I'mnot sure if it's in the witten
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testimony that we have, but | want to nake sure
that we have that for the record.

MR RAGSDALE: This comes from vol une
one, section 2.2.7. It actually enunerates three
principles; the first being, | believe this is the
one you're referring to, all eligible voters shal
have access to the voting process wi thout
discrimnation. Is that the one?

CHAIR HI LLMAN: Right, yes, indeed

MR RAGSDALE: | think that, in
conjunction with the other two that | read are --

CHAIR H LLMAN: R ght.

MR. RAGSDALE: -- like | say, that should
be hung on the wall of every election officia
t hroughout the country.

CHAIR HI LLMAN:  Well, we do --

MR. RAGSDALE: They are well articulated

CHAIR HI LLMAN: -- we are challenged to
find ways to translate some of the work we do into
the kind of |anguage and expl anation that every
voter can appreciate, with respect to the work that
we are doing with election officials on behalf of
voters. And so it was nice to see you find that
statement in the midst of those several hundred
pages there. Thank you.

MR RAGSDALE: You're wel cone.

CHAIR HI LLMAN: W are now ready for
questions, and Conmi ssioner Davidson, if you'd like
to begin.

M5. DAVIDSON:. One of the questions | had

CHAI R HI LLMAN: Excuse ne, one second
just to let nme say that we have about 10 minutes
again, for questions and to receive responses from
the panelist --

MS. DAVI DSON:.  Ckay.

CHAIR HI LLMAN: -- okay?
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M5. DAVIDSON: One of the question --
see, | thought | was going to be last, so | was
going to pick up on everybody else's questions. The
testing and what you're doing in Washington, and in
your DREs, and the statenments you made in testing
-- before the Secretary the State com ng out being
part of the tests three days before, can you go in
to alittle bit of that testing area of how you're
acconpl i shing that?

MR. TERWLLI GER: Approximately two to
three weeks before each election we actually test
the nechanics of each DRE that's going to be
depl oyed to a polling place --

VMS. DAVI DSON: Okay, the nechanics, okay.

MR. TERWLLIGER: And then we also vote a
prescribed, predeterm ned ballot to nake sure that
the machine is accurately recording the choices
that are available on the ballot styles that are on
that machine. And we certify that that's been
done, not on two nmchines, but on every machine
that's deployed in the election. The Secretary of
State test is a nore general test where nenbers
fromthe public, party observers, cone in and pick
out three or four precincts randomy and test on

three or four machines that are -- that have the

entire programballot on it, and then when we bring
the machines back in on election day, we do the
same nechanical test, and also the same pre-
described test ballot that we did beforehand to
make sure that it's still recording correctly. So
if we have any nachines with problens, we know.

M5. DAVIDSON. Do you see that there's a
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need for a best practices, and this is a little bit
off the subject, but a best practices for every
type of equipnent out there, of what states are
doing, and getting information back so we can
devel op some best practices to help sone of the
counties that are naybe md-sized to small sized
to hel p devel op sone ease in what they should be
doing? On the other end, naking sure that they're
acconpl i shing every bit of the testing that they
shoul d be doing?

MR TERWLLIGER: | do. | do agree with
my fellow -- Russ over here though that | conme from
a state where the smallest jurisdiction has 1,400
regi stered voters in it, and the largest has 1.2
mllion registered voters init. So staffing and
expertise, et cetera, are not going to necessarily
provide for the ability to do the level of testing

that | can do with a staff that | have. So, it's

going to take a narriage between the state's
elections offices and the |ocal elections offices
to devel op those best practices and then work in
partnership, which we do a pretty good job of in
the State of Washington, to nake sure that this is
bei ng done, where the staffing conponent at the
local level is not there to do that.

MR GROUGH: But just to make a coment
to followup with Bob. The logic and accuracy
test, once your ballot is known and you downl oad
your ballot into your equipnent, | think that is --
a lot of the states have that requirenent. You
know, every piece of equipnent before it goes out,
we have to run a pre- audit test deck through it,
after that, we seal up the equipnment. The Thursday
before the election, we have to run a test through
our central conputer system Once that has been
deened to be okay, we lock that down and not hi ng

can be touched or changed until, you know, until
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El ecti on Day.

M5. DAVI DSON: Um hnm

MR. GROUGH: And even election day we run
anot her audit on the system So, | mean, there are
a lot of checks and bal ances that we go through

that the public does not understand. | nean it's

not |ike you just put the ballot in and you go with
it. | nean there's a lot of testing that we have
to make sure that everything, you know, is on the
up and up. And we have -- conmunity groups are
invited to cone in and review our testing. You
know, | mean it's an open practice and that's what
we'd |ike everybody to know.

MS. DAVIDSON: Don't you think it would
bring sone unity in to, you know, the transparency
of the election if we can make our voters
understand how rmuch testing there is that goes on
with equi pnent ?

MR GROUGH: W really do; we really do
I nean we run articles in the newspaper prior to
| et everybody know that we are going to do this
testing and that you're invited to reviewit.

MR. TERWLLIGER | think what happened
nationally, and certainly what's happened in the
State of Washington as a result of a governor's
race that was absolutely incredible in terns of the
closeness of it all is there are public groups and
i ndividuals that are so nmuch nore interested, so
much nore paying attention now, that the tine is
right to have those best practices identified so

that they can be the check and bal ance as nuch as

we are on ourselves to nmake sure that we're really
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followi ng those best practices when they're
identified. So often the public is -- doesn't have
the time or hasn't taken the interest because they
didn't think there was ever any reason to be

i nvol ved. But now | think they're very aware that
there is. And it's not that nany of us haven't, or
all of us haven't been doing those testing
procedures, but it's one of those things that's
just an unknown. And now | think we need to make
it clear that we do it and we need to nmake it
totally accessible for anybody that wants to cone
in and observe it, to observe it.

M5. DAVIDSON. | know Col orado has j ust
changed | aws, and | think many states have al so
trying to up the anmpunt of testing and the anount
of credibility that is put in to the process prior
to the election and after the election. Russ, do
you have anything you want to add to that?

MR. RAGSDALE: Just that going
Commi ssi oner Davidson -- in Colorado we had the
allocation for a public logic and accuracy test
prior to the election, and that was the only public
testing that was required by law. And essentially

that public LNA was a confirmation of the interna

testing that had taken place the week before. And
as was stated earlier, the public wasn't aware of
how much internal testing was done, and how much
di agnostic tests were perfornmed on the equi pnent.
We have been shown the |ight that needs to be
transparent. W need to invite the public in to
wat ch that because it's a very positive step.

M5. DAVI DSON:  Thank you.

CHAIR HI LLMAN:  Thank you very nuch.
Commi ssi oner Martinez?

MR. MARTI NEZ: Thank you, Madanme Chair.
Just a few quick questions, and | want to start

with just a statenent, and that is -- kind of pick
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up where ny col |l eague, Conmi ssion Davidson has |eft
off, and that is the issue of transparency. And I
want to say that |'ve been privileged in the 20
nonths or so, serving as a Conmi ssioner, to be able
to visit lots of jurisdictions, including, really
all three of yours. Not personally to your county
and jurisdiction, M. Ragsdale, but to Col orado as
a Commi ssioner, not to long ago and the invitation
of then Secretary Davidson to talk to you and your
col | eagues at one of your training sessions. M.
Terwilliger, you' ve hosted ne and our Vice-Chair

Paul Degregorio, not too |ong ago during your

recount process there in Snohom sh County. And M.
Grough, we've been to Chicago many tines. | was
just there a few weeks ago for the ABA conference,
and officially at your invitation on a couple of
different occasions. And | know first hand the
commitnment to equality, security, and to
transparency that all of you exude from your
particular positions in the -- as election

adm nistrators, so | want to applaud you for that
dedication and for taking that tinme to be here
today. This is an inportant and very chall engi ng
project | think that we're all undertaking. And
I'"ve said it before, perhaps you' ve heard ne say it
fromthe podiumthat the confidence neter of the
Anerican public, right now, seens to be noving, for
what ever reason, in the wong direction, despite
the fact that, every jurisdiction | visit, | see a
commitnment to dedication and integrity, quite
frankly. And so | think that all of us can work at
this together to make sure that the confidence
meter is headed back in the right direction. |
think it will happen. This is certainly a major
effort in that direction. M. Terwlliger, | want

to ask a couple of questions about, specifically,
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in how the proposed guidelines would affect your

jurisdiction. | think when | was there a few
nmont hs ago you nentioned that, | think nobst of your

ballots on election, for election day cone in via

mail, if I'mnot nistaken, into Snohomi sh County?
MR TERWLLIGER  That's correct.
MR MARTI NEZ: But yet you still, you do

use DRE nmachines for voters who are going to vote
on el ection day?

MR. TERWLLIGER  Correct.

MR. MARTINEZ: Right. And there is a
requi renent, a proposed requirenent in the proposed
Quideline in section -- on page 2.22 that says if
the nornmal procedure includes voter verified paper
audit trail, then the accessible voting system in
your case, it would be your DRE system should
provi de features that enable voters who are blind
to performthis verification. The requirenent goes
on to say, and I'mquoting, if the state requires
the paper record produced by the WPAT to be the
official ballot, then that voting system shall
provi de features that enable visually inpaired
voters to review the paper record. You're in a
state that | believe through admnistrative action
by Secretary Reed has required a VPAT by 1/01/06.

And | just wondered if you would comment on the

specificity of this particular requirenent,
proposed requirenent?

MR. TERWLLIGER: Actually, at this point
intime our state legislature has required a bi-
| egi slation --

MR. MARTINEZ: | see, okay.

MR TERWLLIGER -- so -- but it doesn't
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identify that the VVPAT is the official ballot,
except in manual recounts.

MR MARTI NEZ: Ckay.

MR TERWLLIGER And it does have a
requi renent that we do a post election audit on up
to four percent of the machines that are in any
particul ar election, comparing the results off the
machi nes back to the WPAT. R ght now, we're
awaiting certification from our vendor for their
systemto neet the terms and conditions that are
outlined in the 2002 Standards, to be able to have
the di sabled community, and specifically the blind
community, be able to review the VWPAT in a way
that doesn't disclose or violate their right of
secrecy. So that's a work in progress and our
expectation is that we are going to have that
certified to us in January. W're not going to

nmeet the January 1 deadline, obviously --

38

MR. MARTINEZ: Right.

MR TERWLLIGER. -- and then we'll go
forward from there

MR MARTINEZ: So in terns of this
particul ar proposed |anguage, it is -- it does not
conflict with the way your |egislature has witten
the WPAT requirenent, and that they haven't
addressed it as the official record other than for
recount purposes is what you're saying?

MR, TERWLLI GER: Correct.

MR. MARTINEZ: And then you al so
menti oned the independent dual verification
systens, and | just want to explore that a little
bit more with you. | think what | hear you saying
is if work can be done to explore other nmeans to
explore verification, other than through a paper
audit trail, that you would encourage that as a

|l ocal election adninistration?
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19 MR TERWLLIGER Yes, | would. | think
20 there's been nuch testinony and some evidence to
21 the fact that there are potential issues in terns
22 of adm nistering and nmaintaining the audit and

23 secrecy and actually conducti ng whatever audit or

24 recount exercise would have to take place on the

25 verified paper audit trail. | think technol ogy, as
39

1 we all know it, advances so quickly, alnost daily,
2 that if there can be devel oped sone transparent way
3 for voters to know their ballots have been voted

4 and recorded correctly on this electronic voting

5 systemthat is equal to or great than what we're

6 tal king about with the voter verified paper audit

7 trail, we should certainly explore that.

8 MR MARTINEZ: Right.

9 MR. TERWLLIGER M testinony to ny

10 state legislature was actually to allow or to have
11 the | egislation have language in it to provide for
12 that possibility, but they didn't see that that was
13 sonmet hing they could agree to at that point in

14 time, and | think frankly because there isn't

15 really anything identifiable out there yet.

16 MR MARTI NEZ:  Um hmm

17 MR TERWLLIGER But | think we need to
18 wor Kk towards that.

19 MR. MARTINEZ: Right.
20 MR, TERWLLI GER® Because | think that
21 may be a better, nore effective way to denonstrate
22 the accuracy of electronic voting, than the voter
23 verified paper audit trail
24 MR. MARTI NEZ: Yeah. M. G ough, any
25 thoughts? | know that -- | can't recall, but |

40

1 think Illinois is also one of the states that's
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required a paper trail for the use of any
el ectronic voting systens?

MR GROUGH Yes, and | follow on a
second that it's not the official --

MR MARTI NEZ: Ckay.

MR GROUGH -- you know, it's only used
for recount.

MR MARTINEZ: Right, and you're going to
have optical scan there in Chicago, but you're also
going to have a mixture of optical scan and DRE
systens?

MR GROUGHE Yes, we are

MR. MARTI NEZ: Yeah, so you'll have to
have a paper trail for the DRE systens?

MR GROUGH: W do have -- yes, we do.

MR. MARTI NEZ: Ckay. And then, the
i ssue, M. Gough, with regard to wireless
comuni cation. W were actually, at our |ast
hearing, in Pasadena | think; I'"mlosing track of
where |'ve been recently, but I think we were in
Pasadena recently, and we took testinony of a very
esteened panel of folks who gave us various
perspectives on the use of wreless conmunication

for election and the process of admnistering an

election. One of the requirenents, | don't have it
in front of nme, but says that use of wireless
communi cati on ought to be encrypted if you're going
to use it for the purposes to transmtted ball ot
information, or whatever. And | assune that that
is something that is called for in the use of
wirel ess comunication, as well?

MR GROUGH Yes, it is. And
Commi ssioner, | was invited to speak, but I could
not nmake it because we were in negotiations on the
contract. So | had to mss that, but wireless

technol ogy has cone so far. And with encryption and
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with the type of equipnment that we have, |'m not
worried about it. Plus, everybody forgets, it is
strictly unofficial -- what the results you get
fromthe wireless is strictly unofficial. W go
back and do testing on it. W have to then
manual |y read everything into the system so | nean
-- and then we do a canvas. So | nmean wreless --
peopl e get very concerned when they say, oh, you're
transmtting election totals over the air waves.
Well, yes, we are but they're unofficial

MR. MARTINEZ: Got it. | appreciate
that. M. Ragsdale, you nentioned election

managenent standards, and | wonder -- that is,

think a topic that we've been tal ki ng about since
the first days of our Conmi ssion, and obviously now
that we are in a position where this fiscal year we
are fully funded by Congress, we are naking sone, |
think, some increasingly proactive steps to try to
devel op sone el ecti on managenent standards. But |
know that you want to nove aggressively on that
front, and what's the priority when it cones to
that type of a standard to be devel oped? | nean
what are you looking for at the local |evel for us
to be able to offer, be a best practices or be at
sonme sort of voluntary standards in that area?

MR. RAGSDALE: Well, quite -- when you
first put out the best practices on your website --

MR MARTI NEZ:  Um hmm

MR RAGSDALE: -- we went to it for
better ways to do our business --

MR. MARTI NEZ: Right.

MR. RAGSDALE: -- essentially. | think
the priority now is ways to acconplish what is
legally required, or to say shortly required of us.
The testing requirenments, the accessibility
requi renents, we need to know -- in the WSG goes

into quite an in- depth in security it mneasures.
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MR MARTI NEZ: Um hmm

43

MR. RAGSDALE: One thing that pops to
m nd i s managenent of the actual physica
environnent, the election equi pment and tabul ation
server and what have you. That's sonmething that a
lot of jurisdictions don't have experience wth.

MR. MARTI NEZ: Right.

MR RAGSDALE: And that's sonething that
shoul d be kept isolated in a separate room wth
key card entry. Wat do you do? W has access to
keys in those roons? Those kind of things that are
really new challenges to a lot of jurisdictions.

MR, MARTI NEZ: Right.

MR, RAGSDALE: So things that | would say
if I could put it succinctly, what we need now as a
priority and best practices is how to solve what is
required of us --

MR, MARTI NEZ:  Sure.

MR. RAGSDALE: -- and made easy.

MR. MARTINEZ: Right, okay. That's very
hel pful. | want to go back, if | could, and for ny
| ast question, M. Terwilliger. W talked this
nmorning, and I'mnot sure if you were here in the
norni ng session during our neeting about the
National Software Reference Library. And as a

county that uses DRE systens already, |'mjust

44

wondering if you're famliar with the idea of a
repository of the software that's used by the
vendors and their systens and whether that could be
of use to you as a local election admnistrator?
MR TERWLLIGER Yes, | amfaniliar with

it and | think it would be useful because nuch of
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the objection, if you will that we hear from
comunities that have concerns about the electronic
voting systemis not knowing or not believing that
there is a standard or that we are using the sane
version that was certified. And I think it would
be helpful to all elections officials and all the
vendors, frankly, to have that place where that
coul d be stored.

MR MARTINEZ: Geat. |'mthe -- that's
the end of ny questions, but | do want to say since
I nornmally address you as Bob, |'msorry if |
but chered your |ast name during our discussion

MR TERWLLIGER Well, you did fine

MR. MARTI NEZ: Thank you, Madanme Chair.

CHAIR HI LLMAN: Ckay, M. Vice-Chairman?

MR. DEGREGORI O Thank you, Madane Chair.
M. Terwilliger, as Conm ssioner Mrtinez
i ndi cated, |ast Decenber he and | had the great

opportunity to observe the recount that was going

on in Washington State, and we had the honor of
com ng to your county and watching that process.
And of course, you went through and your staff went
through a very neticul ous process to count those
ballots, to account for each one of them And in
doi ng so, you went through several recounts of the
vote. You had the election night and you had --
there were several recounts. In that process, did
you | earn anything that you can tell us that would
help in establishing these voting system
guidelines? Did you |learn anything about the
accuracy of your systemthat, you know, by doing
it, by hand counting, we really |earned that these
results are accurate. And is there anything that
we can learn from that, perhaps we can include or

i ncl ude perhaps in managenment practices that we nmay
come out with, in your experience of the recount of

Washi ngton State?
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19 MR TERWLLIGER Well, | think it's
20 interesting -- first of all, it's my understanding

21 that not all states even have recount statutes to

22 the degree that the State of Washi ngton does

23 our uni que experience, a change was nmade in our

24 state statute in the legislature that just ended

25 its session. So now on a statewi de race, if the

1 cl oseness of the race is within 1,000, and |ess

2 than one quarter a percent, we're going to go right

3 to a hand recount. And that is to elimnate the

4 perception that occurred in our state, because our

5 first state under our prior law was that we did a

6 machi ne recount. W recounted all the ballots

7 again with the sanme tabul ati on machi nes, and then,

8 it still was close enough that, as we all know,

9 Denmocratic Party applied for a hand recount and the
10 results changed. | don't think there was anything
11 untort about that. |It's just that it doesn't feel
12 good and it doesn't look good, and it doesn't
13 perceive well to the public. So, in terns of the
14 machi nery and the tabul ation accuracy, | think it's
15 clearly accurate and does give us clear indication
16 of who won and who | ost when your differences are
17 greater than the differences that we were talking
18 about in our state. But when they get to be within
19 that level, | don't think that there's any machine
20 that's accurate enough to represent that. And the
21 public, at large, | believe, has a nuch better
22 feeling about who won and who lost, at the end of
23 the day, when the ballots are actually | ooked at
24 i ndi vidual teans, you know, where they were in our
25 state. So | think the legislation is a good piece
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of legislation because now, in that statew de
envi ronnent, which maybe we'll never experience
again, we're not going to have that internediate

machi ne recount. W're going to go right to a hand

recount and that will be it.
MR DEGREGORIO Did you find --
MR. TERWLLIGER. That was a | earning

experi ence.

MR. DEGREGORIO Was it accurate in your
county?

MR TERWLLIGER  Yes, um hmm

MR DEGREGORIO | realized in sone
counties there were some votes added because votes

wer e found.

MR TERWLLIGER Right.

MR, DEGREGORIO And that's a different
story than --

MR. TERWLLI GER: Exactly.

MR DEGREGORIO -- fromthen --

MR. TERWLLIGER Right. And when you

can look at the optical scan ballot, which is a
vast majority of the ballots in the State of
Washi ngt on because of how many of fol ks vote by
mai |, because we have that |iberal provision, you

see all kinds of indications on the ballot. W're

clearly as a state that one would characterize as a
voter intense state, and we have clear rules and
regul ati ons about how to deci de whether that ball ot
shoul d be transferred, duplicated to another

ballot, in a way to represent that voter intent.
Those are the issues that you can clarify when
you're doing a hand recount that aren't going to be
pi cked up in a machine recount, but when the
difference is five, six, seven, ten, 50,000 votes
that's accurate enough to determine clearly who won
and who lost. Wen the difference is 134 votes, |

think you need to be |ooking at the ballots.
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MR DEGREGORI O  Ckay, thank you. M.

G ough --

MR GROUGH:  Yes.

MR DEGREGORIO -- certainly I'm
famliar with your shop there in Chicago. |'m 20

years famliar with Chicago, in fact. And you had
punch cards for years?

MR CROUGHE  Yes, we have.

MR. DEGREGORIO And you took the
| eadership -- a leadership role after the 2000
election to invest mllions of dollars to give
voters of the City of Chicago second chance voting

wi th punch cards, which nost jurisdictions that had

punch cards did not do that. But you did that. And
I certainly was there | ast Novenber to w tness your
| ast use of punch cards and how that worked, and it
did work well. But now you have, you know, you
just described this new systemthat you're going to
with DRE, optical scan, and Conmi ssioner Mrtinez
tal ked about the wirel ess aspect of the guidelines

MR GROUGH  Um hmm

MR DEGREGORIO -- and how it will be
applied. Now, do you see any difference with these
gui delines applying to unofficial results that wll
be transmtted from your polling places to your
office on election night, as opposed to any
official results that may be transnmitted from sone
point fromthe polling place to your offices?

MR GROUGH. Well, just to let nme say
that we've done nany recounts in the City of
Chi cago, as you know, and we have never had a
difference in what we've done unofficially,
wirelessly, and we've done a hand recount. So |
said, there hasn't been any changes on that. The

public, believe it or not, is the one that, in the
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City of Chicago, asked for this wreless

transm ssion. They want to know as soon as

possi bl e who won or who lost. The news nedia, in
fact, the reason why we went to wireless where we
had a renpte transnmission site was hit by |ightning
and the phone lines were out, and the news nedia
accused us of holding back election results in a
certain area of the City of Chicago. That's why --
that's basically why we went with the wireless
transm ssion. W wanted to have the public feel as
confident as possible that their election results
or their election is being counted fairly.

MR. DEGREGORI O  Many jurisdictions
across the country are changing over from paper
machi nes and punch cards. You're not the |ast
jurisdiction standing; | guarantee you, there's
several counties in my own State of M ssouri that
are not where you are in this process. But you
mentioned that you negotiated with your vendors,
your vendor, when buying your equipnent, that
they're going to neet the EAC guidelines. |[|s that
correct?

MR GROUGH  Yes, yes.

MR DEGREGORIO Was that difficult to
do? Did you get any push back fromthat? O were
they ready to put that as part of the package in

selling this product to you?

MR GROUGH. Well, | don't want to speak
for the vendor, but this contract -- it took two
months to negotiate, so there were a |lot of itemns
that were in question. But | think the vendor
understands that it's to their advantage to neet

these quidelines when you're selling the equi pnent.
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What's better than to say that you neet all the
requi rements that are out there. So, for a vendor
not to fight to have those standards met | think
doesn't nmke any sense at all

MR DEGREGORI O  You know, | knew | hear
from a nervousness in jurisdictions around the
country who are purchasi ng equi pment the worry that
they have in buying sonething today that a year
from now may not neet the EAC Voluntary Voting
System Guidelines that's adopted by their state. So
I think what you have done is helped them And I
think that other jurisdictions, perhaps, will [ook
to you and the way that you did this as they
purchase equi pnent. | hope that perhaps you can
share your contract. | know that it's a public
record with them so they can at |east see what the
City of Chicago got fromthis effort. M.
Ragsdal e, you indicated that you had a systemin

pl ace for a few years, is that correct? 1Is it an

optical scan systenf?

MR. RAGSDALE: Yes, M. Degregorio, we've
had a unique situation in Broonfield. W becane a
county in Novenber 2001 --

MR, DEGREGORIO (h.

MR. RAGSDALE: -- so our systemisn't
older than that, three years. W have an optica
scan systemthat we use in our polling places, and
DREs in our early voting where we have multiple
voting styles.

MR. DEGREGORIO Now, we're going to
adopt these Voluntary Voting System Quidelines in
the fall, probably in October. | assunme that the
State of Colorado will take a | ook at them and
determne if they want to adopt these guidelines as
their guidelines. Do you have a contract with your

vendor? How do you see your jurisdiction nmeeting
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these guidelines if the State of Col orado indeed
adopts them as their own?

MR RAGSDALE: That's an excell ent
question, and a question that | inagine that every
| ocal election official around the country is
asking thenselves. W are obviously under the
mandat e from HAVA that January 2006 to have

accessi bl e voting equipnent in every polling place.

We need to have that equipnment, at mninmm
mat ching the 2002 FEC certification. Colorado is
going to adopt the Guidelines set forth by the EAC
It does leave us with a bit of a conundrumif we
cannot get a negotiation with our vendors; we nmay
very well be buying equipnment that is, in practical
terns, obsolete as soon as these guidelines are
adopted. Now, | know you have the 24 nonths until
they're inplenented, but that's still in essence,
that's a very short life span for any kind of
conmput er based system It's an issue. It is very
much. Now, the Secretary of State in Colorado is
taking a proactive effort in that in trying to do a
contract statewi de that any of the counties can
then join under that unbrella contract, which wll
hel p us, hopefully, but the negotiation there is
that the vendor will come back and retrofit, at a
m ni mum that equiprment to nmeet the EAC CQuidelines.
MR DEGREGORIO  You nentioned earlier in
your discussion with other Comm ssioners the
managenent best practices, the need for that as
part of these Voluntary Voting System Cuidelines,
and we are nmoving in that direction. W hope to
actually do an RFP and get noving on establishing a

process where we're going to put together sonme good
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managenent practices and hire sone people to do
that, over a period of tinme. But, when would be
the opportune time, and | ask all three of you, to
have these nmnagenent practices, best practices
fromthe EAC. W're going to adopt these

gui delines; they're not going to take effect though
for a couple of years, although we do know t hat
jurisdictions will -- may nove up their own

deadl ines for these @uidelines, and vendors will
try to neet them certainly before the deadline that
we put forth when we adopt these guidelines. But
you have elections next year, and 1'd like to know
fromall of you, when is the opportune tinme from
you to be receiving from us some of these
managenent best practices for these new guidelines
We'| | start here.

MR. TERWLLIGER: Well, obviously, |
think the sooner the better. But | also think that
these best practices guidelines probably have nore
direct inpact and nore inmedi ate benefit than the
Vol untary Voting Systens Quidelines do. In other
words, there's a lot nore need and a | ot nore
i medi acy that can be acconplished by a
jurisdictions needing and having available to them

best practices in the various areas that you heard

us talk to today, just about security, about

audi bility, about managenent of the hardware and
software that you now currently have. These
guidelines aren't going to nean a whole lot if
those best practices aren't in place now. So, in
ternms of a priority, | alnmost think it's al nost
nore inportant to have as nany of those out quicker
and take time to nake sure that these are done
correctly and neet the concerns that are being

rai sed. Because there's, in ny opinion, where the

need is. | see it in ny own State, as | say
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because of the size of the jurisdictional

di fferences, to have a resource that the snaller
counties can just go to and say, oh, this is what
we need to do; this is how we should do it. |
think it would be extrenely beneficial sooner
rather than later.

MR GROUGH. I'min agreenment with that,
and especially for the snmaller counties in
Il'linois. You have to understand there's sone
counties that don't even have their own conputers
they share the Al State conputer next door to
operate their vote counting equipment. So, |I'm
just saying as soon as we can get the best

practices out there so everybody will be on that

even |level playing field.

MR. RAGSDALE: | woul d absol utely act
with that. | think that the coments by M. G ough
about negotiating the contract with this vendor and
getting themto assure conpliance with the EAC
guidelines. | think -- | look at the wei ght of
Chicago as a client in negotiations, it's probably
a little nore leverage than Broonfield brings to
bear with nmy 28 polling places, but | feel your
pain. It's something I"'msure | could use mightily
fromthe larger jurisdictions, and | think the
sooner we can get those out there, the better for
all.

MR. DEGREGORI O Thank you, gentlenan.

CHAIR HI LLMAN: Ckay, thank you. The
State of Washington is noving towards noving by
mail. | know we're here tal king about the Voting
Systens Quidelines, and | really appreciate the
time that you've taken, but as the State noves
toward its nei ghbor Oregon, and voters seemto |ike
being able to vote by mail, |'m wondering what is
the inmpetus for that? What's been the notivation

to see an overwhel m ng nunber of people prefer to
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do voting by mail ?
MR TERWLLIGER A couple of things,

Conmi ssioner Hillman. The State adopted, oh maybe
10 or 15 years ago, what | would refer to as sort
of fail- safe absentee voting. You need no reason
to vote; you can sinply opt for that as a status.
Primarily following the |lead of Oregon when they
went to all mail balloting our state |egislature
wasn't willing to make that step, but they did
approve legislation to say that can be a voting
status. By choice, our voting public has chosen
that status to the point of, today, approximtely
70 percent of our 3.3, or whatever it is, mllion
regi stered voters are voting that way by choice

So for many of the counties there's that issue, but
there's also a geographical issue of |arge county,
smal | population, trying to |locate polling places,
staffing the polling places, delivering the ballots
after the election day is over, et cetera, so the

voting by mail facilitates that. It also probably

comes as close to where we may ever be in the State

of Washington to one uniformvoting system if the
State actually takes the leap and goes all the way.
Ri ght now, when you're in a large county like | am
Ki ng and Pearus [phonetic] are our other two |arger
counties, you're running a dual election system

You're running a polling place election, which is

probably around 30 to 35 percent of our registered
voters, and then a vote by mail systemat the sane
time. And it does add conplexity, and it adds for
problens in terms of security and audit trails, et

cetera, so that's been the inpetus. R ght now,
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today, 30 of our 39 counties have opted to do that;
however, the nine that haven't represent the four

| argest counties in the State. So 60 percent of
the registered voters are still involved in a dua
system But it's hard to say where it will go when
the | egislature convenes in 2006. But it's been a
conveni ence factor for the voters, and | think it's
al so been a cost saving factor for sone of the

smal ler jurisdictions to not have to run two
systens at the sanme tine.

CHAIR HI LLMAN: In the counties that are
using principally voting by mail, what will be
avail able for -- what is available for voters who
prefer to vote by person?

MR. TERWLLIGER: They all know that they
have to purchase a certain nunber of electronic
voting devices in order to satisfy the
di sabl ed/ handi capped accessibility requirenent, and
I would expect that anyone who wants to cone and

actually vote in person will also be able to vote

on those devices as well, but of course the inpetus
is going to have nobst everybody vote by mail.

CHAIR HI LLMAN:  Thank you. M. G ough,
you tal ked about the DREs neeting the requirenents
of HAVA, with respect to providing access to
di sabl ed voters.

MR CROUGH  Yeah.

CHAIR HI LLMAN:  In July, toward the end
of July | believe it was, the Election Assistance
Commi ssion issued an advisory, if you will. W
called it a gap analysis, talking about nminimally
what systens need to have to be conmpliant with the
requi renent of HAVA, effective January 1.

MR GROUGH: Yes.

CHAIR HI LLMAN: Did you find that -- was
that useful, helpful for you/

MR CROUGH Yes, it was. Yes, it was.
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I think all of us here would be certain to say it
was usef ul

CHAIR HI LLMAN:  Ckay, all right.

MR GROUGH And we did use that.

CHAIR HI LLMAN:  All right. You also
tal ked about the conplexity of conducting el ections
fromend to end, and nost people wouldn't

understand that or even take the tinme to want to

understand that. And |I think you're right, it's a
very conplex enterprise, if you will, not
complicated, but conplex. And |I'm wondering, in
your option, how many elected officials in
Illinois, those that are affected by how el ections
are conducted in Chicago, could be conversant about
the conplexity of what it takes to run an election?
MR GROUGH  You know, it's funny, ['ve
al ways said that the reason election | aws have not
been changed in Illinois is because a politician
was elected this way and he wanted to stay el ected.
You know, | don't think a lot of your -- in the
City of Chicago, let's say, your |ocal people, your
average person knows nore about his l|ocal elected
official than about his national elected official
I nean you woul d have nore peopl e knowi ng about
your mmyor, your alderman, than talking about the
President. 1In fact, sonebody said it's not a
trickled down effect in the Gty of Chicago, it's a
trickle up effect. | mean, your alderman is
sonmeone that people talk to or see nore than they
do the President. So |I'msaying, | think your
politicians, our local politicians understand the
complexity of elections. | think -- they cone into

nmy office daily. | have politicians running in and
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out of the office daily looking for different itens
and know what we're doing, and | do appreciate
that. | think the public knows about it now al so
Like | said, after the 2000 el ection, everybody is
interested in elections in the Gty of Chicago, but
they al ways have been. By having a bad rap, people
have done nore to look at our elections than
anybody else. On election day, not only do |I have
community groups, but we have the FBI, and the
State's attorneys, and other |aw enforcenent

agenci es, and we appreciate that. W have not hi ng
to hide.

CHAIR H LLMAN:  For the other two
panel i sts, what are your experiences conparing to
what M. Grough just laid out with respect to the
anount of information that elected officials gather
fromyour offices about the process?

MR RAGSDALE: That's an excellent
question. | think Chicago nmay be unique, at | east
frommy perspective, in that people know their
|l ocal elected officials better than they do their
federal officials. | think just to witness the
turnout we had |ast Novenmber and the interest that
was displayed by the electorate, this year we have

our rmunicipal election in Novenber. Odd years in

Col orado we have coordinated el ections, and

muni cipalities will add their races to that ballot,
so we have our mayor and city council nenbers up in
this race, so really ne -- ny job security is nore
important this year than it was last. But actually
for the elected officials and for the electorate in
general, they know | ess about what's happening, |
think, in the race this year than they did | ast
year. | don't think we'll ever see the -- at |east
in an odd year election, the level of interest that

we had this |ast Novenber. As far as the el ected
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of ficials knowi ng about the process, | think that's
-- I"'mnot sure how to answer that. A lot of our

| ocal candi dates who are running for our city
council, because our departnent that handl es
elections is part of the city budget, they do have
an interest in it, and they do want to know that
their voters are having the opportunity to vote and
know where to go. Polling place location is always
very inportant to them and how we communi cate that
information to the voters. But as far as the
intricacies of setting up an election, and setting

the perineters for it, and testing the equipnent,

it's -- 1'd have to say it's pretty | ow
MR. TERWLLIGER: | would say that one
63
thing that will peak the interest of state

| egi sl atures nore than ever before is to have a
governor's race that was as close as ours was. They
now know nore about elections than they ever did
before, but quite frankly before that they were as
nai ve about it as the average person in the public.
I got to my poll, | vote, the ballots are counted
and everything comes out just fine. Understanding
the intricacies and the conplexities of it, there
were a couple of state legislators fromny county
that actually did take the time to cone in and
visit the office several tines, and they had a
know edge base that was relied upon, quite frankly
in the state legislature up until this point in
time. And still, but | nean there are nore now --
nmore famliar just because of our experience. Even
the local county council, county executive does not
really take the tinme or has the understandi ng of
the complexity of what we do in elections.

CHAIR HILLMAN:  1'Il tell you where |'m
going with that question. Each of you addressed

how the bar has been raised, if you will, wth
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respect to the managenent practices and standards
within elections. And you addressed the financia

inmplications of that. And if Congress did not

appropriate any nore noney to the states in

requi renents paynents; it does not appear that wll
happen. It didn't happen this year; it does not
appear it will happen in 2006, and we don't know
what the future holds. WII| state and county
appropriators be ready to address the issue? WII
they be ready to understand the cost inplications
and the need for additional funds to go to
jurisdictions, to be able to support the conduct of
el ections the way that each of you had described
what you're working to achi eve?

MR GROUGH. | could, just to let you
know in the Cty of Chicago, | think the Gty is
tal ki ng about $100 and sonething million deficit.
The county is |ooking at about an $189 nillion
deficit. So with deficits like that, elections
woul d not be a top priority.

MR TERWLLIGER | think that's the true
case in our State as well. Although there was a
whol e package of election reformlegislation
passed; many of those have financial inplications,
and many of the counties are going before their
county councils right now and asking for nonetary
support for that. The state legislature did refund

what we know as our election certification and

training conmponent of our Secretary of State's

O fice as a response to our issues, which is a good
thing because they do provide training uniformy

t hroughout the State and do audit reviews on best

practices on the county level. But they' ve not
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been able to do that for the last four or five
years because the State cut the funding, but now
they've put it back into place. So that was a
positive response by our state |egislature, but
there's still nmore to do and it remains to be seen
how they respond to it.

CHAIR HI LLMAN: M. Ragsdal e?

MR. RAGSDALE: | would have to point out
our former Secretary of State created a blue ribbon
panel after the last election in Novenber that was
-- part of the menbers of that panel were
| egislators, state legislators. And | think that
was a great tool to educate the |legislators, seeing
what their fellow |l egislators were doing, and the
word of nouth, and the informal comunication from
that | think hel ped tremendously. | think the
State level, the Secretary of State, we were
fortunate in Colorado to have the Secretary of
State who worked quite closely with the legislators

and was able to educate themto a degree of the

needs of the elections world. However, in Col orado
we do have termlimts, so that education process
needs to continue as new legislators cone in. So |
don't think it's sonething we can certainly rest on
our laurels to say our state legislators are now
educated and we can nove forward know ng and bei ng
confortable that our funding will be there.

don't believe that that's the case

CHAIR HI LLMAN:  Ckay. | think about that
a |l ot because | know setting the standards for the
voting systens will require constant upgrading in
the out years, replace -- equipnent replacenent,

upgradi ng, and so on an so forth. And just the
notion of state and local jurisdictions having
sufficient funds so that ten years from now the

noment um can continue, and we don't have to see
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ourselves revisiting all over again voting systens
that aren't serving the ever increasing denands. |
mean | think Chicago pushes the envelope with
respect to the nunber of polling places you have,
the number of elected offices that there are, and
you know, just the size of your ballot, and the
extent to which systens can accommbdate those -- in
an affordable way. GCkay, thank you. | think we
are about 2:20, the end of this panel. And it is

time for panel two. And thank you very much,
gentl enmen --

MR. TERWLLI GER. Thank you.

MR. RAGSDALE: Thank you.

MR, GROUGH. Thank you.

CHAIR HI LLMAN:  -- for the time that
you' ve taken and the information that you have
shared. And we will now set up for panel two,
community interest groups, and that's Ms. Lillie
Coney, the Electronic Privacy Information Center,
and M. John Lott, Resident Scholar at the American
Enterprise Institute. Thank you very nuch. [|'m
trying to find an EAC staff person or sonebody from
-- the lights are a little blinding, but Carol
thank you. Ckay, we have with us Ms. Lillie Coney
and M. John Lott. And we do have your witten
testinmony, and we would ask that you just summarize
fromthat the highlights, the things you want us to
really know and renenber, and take up to five or
seven minutes to do that and then we'd |ike to have
time for questions with you. Thank you.

M5. CONEY: Thank you. 1'd like to thank
you on behal f of the Electronic Privacy Infornation
Center --

CHAIR HI LLMAN: Can you nove the
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m crophone a little closer nmaybe and speak up so we
can hear you?

M5. CONEY: Sorry. First, I'd like to
request that 1'd be allowed to revise next to ny
mark for the permanent record for this hearing?

CHAI R HI LLMAN:  Sure.

M5. CONEY: First, nmy nane is Lillie
Coney. 1'd like to thank you on behalf of the
El ectronic Privacy Information Center and its
project, the National Committee for Voting
Integrity, for this opportunity to contribute to
your deliberation on the final Guidance, which wll
be given to States on electronic voting -- on
voting technol ogy and systenms. The things that the
National Commttee for Voting Integrity would like
to vote out are one, it's a wonderful document, one
that | ooks at accessibility issues. It goes far
beyond a | ot of expectations initially going into
the process. It is a living docunent that will be
with us for quite a while, that a portion of it
will be a landmark, basically, the guidance that
shoul d be |l ooked to for states and localities to
make voting accessible for those with disabilities.
I think the issues of privacy and transparency and

auditability are issues that really need to be

focused on in the docunent, provide sone guidance
to states in those areas. The bar for voting
technol ogy and voting systens should not be set
artificially low | think that the opportunity to
sit a floor, and encourage states and localities to
reach for higher areas of expectation and goals are
-- this is a wonderful opportunity to be able to do
that. As far as the general coments, while the
Voting Technol ogy Quidelines has some strong

reconmendati ons, there are sone areas that are of
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sone concern to the electronic technol ogy
community, as long -- as well as those are in
resident, auditability, and transparency.
Transparency in open governnment procedures that

all ow public access to the el ections adninistration
process are very inportant to denobcratic processes.
@ui dance shoul d nake them aware that the chall enges
to transparency posed by bar codes on voted

ball ots, and non-di scl osure agreenents as a
condition for purchase of electronic voting -- of
voting technology is an inpedinent to transparency.
On the issue of audit, in the draft version of the
Voting System Guidelines, two little focuses placed
on the inportance of conducting audits of election

resul ts. For audits to be credible, the sane

vendor that supplied the voting technol ogy being
audi ted should not performthe audit. It is

i mportant to know when el ection systens performis
expected as well as when they do not. For this
reason, independent verifiable and transparent
audits of election results should be routine.
Audits should include a representative hand count
of ballots or ballot inmages, docunmentation of the
change of custody about voting technol ogy, and the
chain of custody on all unmarked or marked ballots
States are well within their prerogative to
determi ne how audit information will be used, but
they should be strongly encouraged to incorporate
audits into their election procedure, and to make
the results of those audits public. As far as
privacy is concerned, one the aspects of privacy
that needs to be address are absentee voting or
early voting. The privacy of those voters are just
as inportant as the privacy of voters that vote on
el ection day. Some states have taken up sone
interesting avenues to try to address privacy and

absentee voting. They use doubl e envel opes, where
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the exterior of the envelope that's being sent out
or the one that's being returned doesn't reflect

party affiliation or any nore information necessary

than to return that envelope -- nmake sure it gets
to its destination. And as soon as practical, the
exterior envel opes need to be rempved from t hat
ballot so it can be properly counted as part of the
el ection process. Security issues that we have sone
concerns about, security is a matter of trade-offs.
It's basically -- it's a formula of what are you
going to get for what you're willing to pay. And
the EAC is in a position to make deci sions
regarding trade-offs to establishing a practice,
reliable, secure, accessible, transparent, and
accurate, and auditable elections. |If the results
of the Conm ssions' actions are that it can be said
that our domestic elections are nore secure
reliable, accessible, transparent, accurate, and
audi tabl e, then you've done your job. The voter is
the only person who should know they cast a
particular vote. They should not be able to prove
their vote on a particular ballot to any person.
They should be no mark or any identification --
identified feature on that ballot that would
attract back to that voter. There's a particular
voting technol ogy that was deployed in the |ast
year's election that records all votes on a

conti nuous spool of paper -- a roll of paper. That

systemis definitely a problemwhen it cones down
to making sure that these principles are able to be
followed. And your recommendation in the guideline

woul d disallow a systemof that type, and that is a
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very strong position to take regarding
accessibility and verifiability. Tel e-comruni cation
requirenents would like to make sure that strong
reconmendati ons that are nade to states that there
are villages associated with tel econmunication
systens that, in particular, the internet has
insecurities that are very difficult to address
Last year, the Pentagon canceled its Serve

[ phonetic] project because of a report that was
very critical and pointed out many of these
vulnerabilities. There is a study that is directed
under HAVA that would | ook at teleconmunication
systens, including the Internet that would be very
beneficial in giving direction to states, as well
as be an information resource for the Conmi ssion,
to help provide direction in that regard. States
shoul d be encouraged to review the benefits of
usi ng such systens, assess the risks that are
associ ated with such systens, have contingency
plans in place in the event of sone kind of

complication that may not be foreseeable at this

point in time, but naybe reasonable in the review
of these systens and | ooking at their potential
risk of vulnerabilities. There's also an issue
with electrostatic disruption. The standards,
based on the analysis of nmenbers of the Nationa
Conmittee for Voting Integrity, only look at

hum dity bel ow 25 percent. Many states in this
area -- in many states in this nation, in nany
localities in many states, that's not a realistic
view of what the average humidity, that states
shoul d be encouraged to | ook at where technol ogy
wi Il deployed, and the factors, the conditions, in
whi ch those machines will be used to set the
standard for what will be allowable or acceptable
in this regard. Voting system security, and al so

| ooking at infrared technol ogy, | strongly

file:///C)/ Templtranscript_082305-02.htm[7/13/2010 11:23:50 AM]

73



17
18
19
20
21
22
23
24
25

© 00 N OO 0o~ W N PP

N RN NN NN R B R R R R R R R R
a B W N P O © 0 N O 00 M W N B O

recommend not allow ng that technology to become
standard in the construction of voting machines,
that states be directed to do a detailed analysis
of the need for that technology along with
techni cal consideration of what the potential risks
are. Looking at the technology, it's very

commonpl ace, we see it everywhere, but that also
means the standards are very common. The

information on the spectrum range on where the

technol ogy operates is also very well known. It's
conceivable that it would pose a security risk if
someone intentionally tried to use that technol ogy
in a way that would underm ne an election. The
best approach is not to use it. |If states find
that it is something they absolutely nust have

that they have -- it would be good to be able to
physically renove the technol ogy from the machines
before they' re deployed for elections, and at the
m ni mum as your recommendation suggests, an opaque
mat erial be used to cover access to that port. But
states should be definitely directed regarding the
seriousness of failed systemof that nature, if

it's deployed and used in an election. The other

i ssue looking at is the -- what follows six nonths
fromnow How does direct -- NIST will assist in
compiling a list of laboratories that will be

suitable for testing voting systens. The EAC s
role will be to select those -- to federally
approve those |aboratories that we use. 1In the
draft gui dance, it appeared that there may be --
the existing systemmay continue with the EAC
taking the role of NASED in that process. |'m not
sure -- maybe -- just because maybe |'m mi sreading

that, but | just wanted to point that out and hope
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-- and reiterate and encourage you to | ook at any
process that -- they was showi ng the current system
for testing and certifying voting equipnent in this
country. It's not only broken but it's virtually
non-existent. W strongly support this view of the
current process and woul d encourage you to devel op
a stronger process as possible within the capacity
of the resources that Congress provides to you.
Voting systens intended for sources of recording
storing, reproducing accurate lists of qualified
voters of ballots for the use in public elections
shoul d have well defined critical requirenents
Those critical requirenments are only those aspects
of this -- of both of those type of systens that if
they fail would nean that an otherw se qualified
person attenpting to register to vote would not be
able to, or a qualified voter attenpting to vote
woul d not be able to vote or have that vote counted
as cast or retained as cast. There is -- okay, the
|last point is voter verified paper audit trail. At
the end it basically says that it's option. And it
al so include -- the [inaudible] voter verified
paper audit trail is not mandatory. There are 24
states today that have passed laws in this regard

and 13 with proposed legislation. Al of the

recommendations from-- that you will be naking are
voluntary in nature. States should be encouraged
to, whenever possible and when it's accessible,

that voter verified paper audit -- voter verified
paper audit trails are not -- should not be

prohi bited, but should be encouraged, and
encouraged in a way that will allow any voter to be
able to independently cast a ballot as well as
verify the ballot that is left, and the audit trai

instrunent that's left with it, if it's intended to
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be the ballot or only for audit purposes. States
shoul d have routine processes for doing an audit of
the results of each election that they conduct.
Those audits can be the decision of the state or at
the discretion of the state of how they want to use
that audit information, but | think that it's very
important for that audit information for
transparency purposes to also be available to the
public. It may also provide a valuable resource to
the library of information that the Conmission wll
be putting together to better understand what
happens in elections before, during, and after the
process. In closing, | wuld like to thank the
Conmi ssion for all of the work on these Standards,

to encourage themto include in the standards and
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direct to states that these are m ni num standards,
that they should be encouraged to aggressively seek
out ways to retire levels of standards if their
states have the resources and the opportunities
present thenmselves to do so. Voluntary guidance to
states can lead to better elections in this nation.
The attention that's been brought to bear because
of very close elections speak to the health about
denpcracy, that people in this nation do take an
ownership in their elections that they conduct in
their state, and local, and national level. And
they shoul d be encouraged to participate in that
process by nmaking it as open and accessible as
possi bl e, through transparency and audit capacity.
Thank you.

CHAIR HI LLMAN:  Thank you very nmuch. M.
Lott ?

MR. LOIT: Yes. Thank you Chairnman
H |l man, and thank you Comm ssioners for inviting
me to attend today. | think the Conmm ssion has

done a good job in bal ancing peoples' fears that
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voting systens contain errors, with the benefits of
not trying to have a one size fit all for all the
states. The Quidelines generally seemto be, in a

|l arge part, a clearinghouse of what's kind of the
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best received information or know edge on a |ot of
the issues, regarding everything from security to
all the other issues that are covered here. |
think the Cuidelines should al so be comrended for
not explicitly -- for explicitly recognizing that
perfection is costly. And while election machinery
tends to work fairly well, we could spend the
entire countries wealth and still not ensure

absol ute, 100 percent guarantee that they'll be no
nmechani cal breakdowns, and things will work as

pronmi sed. There's a range of other issues. | like
the flexibility here across, not only, different
types of machines but where the votes can be
counted. And, you know, explicit recognitions of
things, such as there's no single best way to
design software. There's - notivations for reform
here are pretty obvious. People are concerned
about the integrity and accuracy of the decision

el ection system W have a Harris Poll that just
came out. It shows that about 14 percent of voters
are somewhat confident about the electoral, 16 --
six percent are not at all confident. It varies by
party, about 11 percent of Denpcrats and only about
one percent of Republicans. It's hard to know how

much of that is driven by political concerns versus
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actual concerns that people have. You know,
accusations of fraud are probably inevitable in a
denocratic system and given what's at stake,

guess it's -- if | worry, if anything, that people
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are going to claimthat problens exist even when
not hing do exist. Fortunately, | think nmany of the
perceived concerns are relatively easy to prove,
conspiracy theories that devel oped about conmputer
voting machines after the 2004 election in Chio. |
think with the Edi son, Media Research Project, and
ot hers have been fairly easily dealt with. But |
think the Comm ssion, even though it's kind of
outside its main bailey wig [phonetic], so to
speak, indirectly addresses these type of
conspiracy type stories, as well as allays people's
fears generally about how the election system

wor ks, simply by issuing the Guidelines. W hear

di scussi ons about paper trails, such as just what
was being brought up. | think the very effect of
the guidelines go through and explicitly talk about
that there are different ways that you can go and
achieve the sanme type of ends that you can achieve
with paper trails. 1t helps overcome a |lot of the
debates that have been publically made in the nedia

where it seens |ike there is sonething unique or
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magi cal about paper trails that aren't be
acconpl i shed through other types of technology. And
one can go and talk abut that nore. One thing |I do
think is very inportant is the voluntary nature of
the Quidelines. And | think there are very strong
reasons for encouraging the voluntary nature.

First, not all the jurisdictions are the nane.

Paper ballots, for exanple, seemto work very wel
and relatively rural areas, though obviously they'd
probably be a disaster if they were used in urban
areas, we have sonme el ections where you have a huge
number of itens on the ballot, where others where
there's relatively few M own research that ['ve
tal ked about before in front of the Commi ssion

i ndi cates that sone types of nethods of voting tend
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to work very well for sone races, and other types
of voting, other types of nmmchines may work better
for other races, even down the ballot in the sane
election. So there are a lot of trade offs that
exi st there. The second point to nmake is that
there is a value to experinenting. You would never
| earn or never be able to inprove things without
experinments. And you ran -- run into practical
problens in real world settings, that would not be

encountered in |laboratory settings. Even diversity

within states is inportant, not just across states.
It makes it nuch easier to test the cost and
benefits of different types of voting machines. In
fact, it's really only possible to do certain
tests. If you have variations within states who
you can control for the sane people, running for
the sanme offices, across different types of

machi nes that are being used. Third thing to bring
up is that allow ng diversity and experinents, |
think, raises the probability that mstakes wll
occur. But at the same tine, diversity also |owers
the cost of any given nistake that occurs. Wth
many different machi nes and setups being used in a

state, it is likely that a state in one county wll

be sufficiently inportant, and then it will effect
-- affect the results in the entire state. It is
even rarer that the mstake will affect the result

in the key state and it could swing the
presidential election. Let nme just give you sone
nunbers just to kind of illustrate this. Just take
a very sinple exanple. Let's say we had 20
jurisdictions and all 20 were using sone different
type or nethod of voting, whether it be -- whether
it's central count, or local count, or different

types of machines, or just the organization of the
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ballot. And let's assume, just make up sone sinmple
nunbers here to illustrate this, that there's a
five percent chance that any one of those types of
voting nmethods will experience a problem And
let's also assunme that there's a five percent
chance that the results in any one of those
jurisdictions would be small enough that the

di fferences between the winners and |osers would be
smal | enough that the type of election nachine
problem could affect the outconme. Well, the
probability that you' re going to have a problemin
any given year is essentially one. You know,
you're going to have -- there's a five percent
chance, and you have 20 counties, and it's very
likely in an year you'll have a problem But the
probability that you' re going to have a probl em and
it's likely to affect the outconme of the election
is extremely small. It's five percent tines five
percent. It's going to be .025 percent, a very
smal | nunber there. Now, you can inagine if

i nstead you were to have sone type of nationa

gui delines that everybody had to follow, if there's
still a five percent chance that they'll have a
problem that means that one in every 20 years

you'll going to have a problem It's a lot less

frequently than if you have each one of the
jurisdictions all have their own nethod of doing
it. Because you'll have some problem but it wll
be located in one of those 20 jurisdictions. The
difference is that whenever that problem cones up
once every 20 years it's going to be a disaster
because it's going to affect all the jurisdictions
there. And it's very likely going to affect one of

the jurisdictions where it would' ve close enough
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that it's going to affect the outcone of the

el ection. So once every 20 years you're going to
have a result that's going to create a big problem
whereas if you look at the first case where
everybody is doing their own thing, so to speak,
it's really only one every 400 years. You know,
it's five percent tinmes five percent. Now, there's
one thing to take into account here and that is, we
made these percentages up, how can we change them
to get sone idea, because it's possible by using
the best information you'll lower the probability
that you'll have a bad event when everybody is
using the sanme system from five percent down to one
percent. That would be a huge change if you could
reduce the probability of a problem occurring by

five fold. But it would still nore likely that

you' d have a disaster occurring, you know, if it's
one percent, that's one out of every 100 el ections
there, versus this other cases where you allow
diversity where disaster would be occurring one out
of every 400 elections. And so you could stil

have a big nassive inprovenent in how well you're
able to run elections when you do things centrally
and yet still have a much higher probability that
you're going to end up having an election that's
contested when you actually have a problem then
you woul d under a unified system let's say. The
fourth point that 1'd like to bring up is setting
rigid guidelines is very difficult and it's also
very costly. There's lots of references in the text
to having best practices. It's one thing to go --
or saying that machines are going to be setup so
voters can easily identify sonething. You know,
it's one thing to go and nention those things, a
thing to explicitly set them up and make them
extrenely well defined, and that's very difficult,

and |'Il nention sonething |ater on about that. The
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proposed guidelines are advisory, and that is
enphasi zed at different points in the draft. M
only concern is that rules that frequently start

of f as advisory end up becom ng the required
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standard. And on way that this could occur is
through | egal challenges; for example, it's
possi bl e that judges at sone point are going to go
and use the guidelines as a yard stick for which
they're going to go and judge the behaviors of

i ndi vidual jurisdictions. And what you may want to
try to think about doing, | think in order to try
to solve this problem if you' re concerned about it
al so, is by having some discussion in there about
why it's voluntary. You know, not an explicit
listing out of all the reasons why it's voluntary,
but at |east sone type of benefits that can exi st
from having a voluntary system so that if a court
were to go and rely on this as sonme type of
guideline in the future that it's going to | ook at
deviations fromthere as being the basis of making
aruling. It would then have to explicitly take
into account that you would have -- have not only
said that these were voluntary, but also at the
time -- same tinme offer argunents for why you
believe it's good to have a voluntary system One
thing that | noticed when | was reading through is
that sone of the rules seemarbitrary, at least to
me. And there could' ve been explanations that |

m ssed to sonme extent. For exanmple, you know, one
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of the cases on page 3.24, the guidelines states
that nmachi nes nmust have a 99 percent, at |east,

up-tinme. You know, there's no explanation for why
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the standard or where it cones from One percent
of a twelve hour period of tinme essentially neans
seven minutes. Now, | don't know, seven mi nutes
seens like a relatively short period of tinme for
me. You know, it could be ten minutes or fourteen
mnutes. It seens |like there should be sonme type of
recognition there, at least if you've done

enpirical work it would be interesting to try to
see sone type of trade off of the cost and benefits
of choosing different anmpbunts of tine. |If you have
sonet hi ng open for 11 hours, you're talking about
an error of only six mnutes of length. And there
m ght be sonme uni ntended consequences from these
types of rules. For exanple, you want the vendors
to go and conme up with a list of procedures and
what have you to try to ensure this one percent
error rate. Well, one thing that could happen, for
exanpl e, is that what night have happened is a
precinct would put all of its nachines on the
floor, in sone sense, to be used, but if you have
these types of rules, you may want to keep one off

the floor, you know, just so you can quickly

replace it and try to keep the downtine to a
mnimum at that point. It seens like if | have 12
machi nes and | were to have them running | could
have voting occur nore quickly during the day and
just sinmply renmove one fromthe floor and nove down
to 11, than rather have 11 up during the entire day
and keeping 1 as sonmething that would be saved in
reserve. But it seens |ike the way the guidelines
are witten up, in terms of the |anguage, you'd

al ways want to keep one in reserve rather than put
all your machines on the floor that you have there
at the tine. There are just little things like
that, that when you're reading through it -- again,
I could be misreading what the intent is. But the

security issues | think are generally well done

file:///C)/ Templtranscript_082305-02.htm[7/13/2010 11:23:50 AM]

87



16
17
18
19
20
21
22
23
24
25

© 0 N o 0o A W N PP

N RN NN NN R B R R R R R R R R
a B W N P O © 0 N O 00 M W N B O

Indeed, a lot of it is follow ng what has been
current practice within the industry. One safeguard
that | think is there, but it mght be useful just
to nmake explicit, is that if you have problens in
terms of things being transmtted over public

t el econmuni cati ons networ ks, you have a backup
that's there in any of these DREs or other types of
machi nes, and that is you have CDs or other things
that you can go back and doubl e check whatever

information was transmitted publicly there, in

order to double check -- to recount things. So
you're not -- even if sonme type of fraud were to

occur in terns of the tel econmunications, the

original data is still there and still able to be
checked. | appreciate the tinme that you all have
and | appreciate you all inviting me comng to talk

to you. Thank you.

CHAIR HI LLMAN:  Thank you very much.
Conmi ssi oners, unfortunately, we don't have nuch
time here. We've got about five nminutes per
Conmi ssioner for QRA with the panelist. And
Commi ssi oner Martinez?

MR. MARTI NEZ: Thank you, WMadanme Chair.
I"I'l just ask a couple of quick questions. Thank
you both for your testinobny and for you tinme and
efforts to get here and provide the testinony. M.
Coney, in your witten testinmony | do want to help
clarify for nme some of the statenents that you
made. On page ten of your submitted witten
testimny --

M5. CONEY: (kay.

MR. MARTINEZ: -- you tal ked about the
certification process.

M5. CONEY: Right.

MR MARTINEZ: And the differences in
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| anguages fromthe initial recomrendati ons that
were subnmitted to by the TGDC to the EAC, and then
sonme | anguage where we anplified what we see as our
role in the certification process.

M5. CONEY: Right.

MR. MARTINEZ: And I'mtrying to figure
out from your group's perspective, are you reading
section 231 different from how we're reading it. In
other words, it seens to me from your comments that
perhaps you don't feel we are the entity that
shoul d be certifying, decertifying, and
recertifying? Go ahead.

M5. CONEY: Okay, let me be clear. It
doesn't matter what we think. |It's the authorizing
comrmittee and the people who wote the -- HAVA and
passed it. Those are the peoples whose opinions
about what the intent of the |egislation are nost
important. What | -- we were reading this for is
are we sticking with the current certification
process where we have the ITA's, and then NASED in
the process, or are we going to keep that sane
process but take NASED out and the EAC is going to
be in that process? Now | know the law -- HAVA
says six nonths after you finally get through with

this you start on next phase of an auditor's task,

which is NIST will conpile a list of |aboratories

that they feel will be suitable for certification
of voting technology. That list will come to you.
You will look at that list. You can add to that

list or you can determine whatever list that you're
going to have as those labs that will be certifying
voting technology within the United States. Wen |
read this -- when we | ooked over it and we went

back and forth on it, it sounded like the |ITA s,
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the de facto labs that will be used, and whatever
that curtain list, |abs and others that are on that
list, and that the EAC would replaced NASED s role
in doing this. That's the thing that | wanted --
you know, we |ooked at it and said, okay, it's an
opportunity to clarify that before the gui dance
gets out. If this is your intent, okay, if it's
not, then there's an opportunity to revisit that.

MR. MARTINEZ: And | appreciate that,
yeah, and | think that's what we're |ooking for in
the testinmony and the comments is for all of us to
all get on the sanme page.

M5. CONEY: Yeah, yeah.

MR MARTINEZ: And | think that's what
we're trying to do.

M5. CONEY: Yeah.

MR, MARTINEZ: And so, yeah, and the
reason | bring it up is I've never had a discussion
wi th anybody who says, you know, it's the job of
the EAC to accredit labs, and then the |abs go off
and do the certification wi thout any governing
entity, or without any unbrella entity, and NASED
serves that role right now

M5. CONEY: Right, you've --

MR. MARTINEZ: But the way we read
Section 231 --

M5. CONEY: Yeah.

MR. MARTINEZ: -- Congress intends for us
M5. CONEY: Yes.

MR MARTINEZ: -- to take over --

M5. CONEY: Yes, absolutely.

MR MARTINEZ: -- that certification

process. So it sounds like we're in agreenent about
t hat .
M5. CONEY: Absolutely, we're in an
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21 agreenent on that. Wat we're looking at the

22 current process with the ITA's is

it's not working

23 And the assessnent is that it is not only broken

24 but it is virtually non- existent.

25 MR MARTINEZ: | understand

1 M5. CONEY: That process -- those |abs

2 have - - that conponent of that process got to be
3 revisited, and to the extent that the resources

4 would allow you to find the best labs to | ook at

5 voting technology. That would be a great

6 i mprovenent over the current process.

7 MR. MARTI NEZ: Got you, and | appreciate
8 that clarification. The other issue | wanted to

9 explore with you just very quickly is the issue of
10 verification --

11 M5. CONEY: (kay.

12 MR. MARTI NEZ: -- under the security,

13 proposed security section.

14 M5. CONEY: Um hmm

15 MR. MARTINEZ: And is it your position,
16 your organi zation's position that verification nust
17 occur through a VVPAT nechanism or are you al so
18 as we had sone testinony previously froma |oca

19 el ection administrator who's saying, |ook, there's
20 other ways to verify; we may not have that
21 technology fully matured enough that we can wite
22 requirenents or guidelines for it. But are you

23 wedded to VWPAT or wedded to the idea generally of
24 simply that DRE systens ought to have some nethod
25 of verification?

1 M5. CONEY: The one thing that EPIC has a

2 resources is sone of the vast technol ogi st

3 avail abl e, especially people that
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this field. Wen you look at the issue of how do
you make sure that this particular thing happened
at this particular point in time, the only reason
paper is nmentioned, and the only reason paper has
been around for over 5,000 plus years is it has a
uni que quality. If you bend it, if you nmake a mark
on it, you can't hide that, it can't be undone
That's the security feature that all technol ogists
who are very concerned about, not just voting
technol ogy and being able to verify whatever took
place is in fact what took place, but a |ot of
other areas as well. There are other applications
-- other technologies that are out there,
cryptographi c schenes that are out there, wite
once nedium technology that's out there, but it
hasn't been put into voting technology. That's
going to take tinme, because once someone cones up
with a nmethod that they say this is absolutely the
sure fire method to do this, the technol ogy
community will pick it a part and it will either
prove itself to be actually that or it will fail

And in the neantinme, we're in an evolutionary

process where we're trying to find out how do we
get frompoint Ato point B right now, the best
medi um for doing all of those things that we've
tal ked about is this. Everything else mght
present itself to actually do that, but in fact can
you prove it? That's how come we tal k about audit
capacity, even with paperless systens you have a
ball ot inmage, you're going to have to do a random
-- a representative sanple recount of those images
to conpare with what the DRE actually said it did,
in order to have sone kind of way to eval uate how
good it is at actually doing that.

MR. MARTI NEZ: Ckay, | appreciate that.
I think ny tinmes is just about up. M. Lott, would
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you agree that the role of the EAC is to set
benchnmarks for performance and reliability, and
that we ought to allow states the latitude and the
di scretion to be able to nmeet those benchmarks
based upon the decisions that they nmake at the
state and | ocal |evel ?

MR LOTT: Yes, | believe the EAC can
performa very inportant role of being a
cl eari nghouse for the best information that's
there, and helping to use that to set those type of

standards. And | agree with the second part of

95

your statenment too.

MR MARTINEZ: Yeah, no, and | wanted to
just express ny agreenment with the spirit of your
testimony, quite frankly, that the discretion is
within state and | ocal governnents and how we're
going to adm nister our elections, and yet there is
a service that can be provided | think by an entity
like the EAC, and | think you've captured that
pretty well in your comments. The other thing |
al so want to say is that Congress clearly said that
these are voluntary guidelines, so | also
appreci ate your suggestion that perhaps we ought to
make that clear in case it doesn't |look so clear in
the process of litigation. | think that's
sonet hi ng that we perhaps ought to consider. M
time is up otherwise I'd explore sone other
questions with you. Thank you, Madane Chair.

CHAIR HI LLMAN: Ckay, M. Vice-Chairman?

MR. DEGREGORI O Thank you, Madane Chair.
Ms. Coney, I'mglad that you brought up the
hum dity issue. | was in Chio on August 2 for a
special election there for Congress, and of the
seven counties one of the counties was using
optical scan equiprment for the very first tineg;

they had switched over from punch card --
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M5. CONEY: Um hmm

MR DEGREGORIO -- but the vendor of the
fol ks who sold them the equipnent didn't explain to
them t hat when you have high humdity, you have to
calibrate it differently to take those ballots in.
And so, the result was the final returns from that
county didn't conme in to close to midnight --

M5. CONEY: Oh, yeah.

MR DEGREGORIO -- because of the
machines. And |I'mglad that you brought this to our
attention because | do think it's something that we
ought to take a |ook at before we finalize these
guidelines and to make sure that these are tested
under real life conditions. And |I know that many
counties -- many states have el ections in August,

M ssouri used to have them and I know that punch
cards used to swell and we used to have probl ens
with it. You nentioned the DRE paper trail

MS. CONEY: Um hnm

MR. DEGREGORIO And you have a probl em
with the paper roll issue.

MS. CONEY: Yeah.

MR. DEGREGORIO And | recognize that the
State of Nevada that mandated the voter verified

paper audit trail uses equi pnent that has such

paper rolls in them Wuld you have a problemif a
polling place had nore than one of these devices
within the polling place, and therefore voters
woul d be directed to either one of those machines
randomy so therefore you couldn't keep track on a
voter roll because they'd be going fromone to the
other, and the roll then -- we have two different

rolls and two different nmachines, would that be
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accept abl e?

M5. CONEY: That's the kind of question
woul d definitely pose to the Conmmittee itself, the
National Commttee for Voting Integrity. 1'd
suspect that you would need a statistician and pol
pl ace procedures to try to figure out how to keep
the ballots secret, which mght nake still the
application of that so nmuch nore expensive to do
that it'd just be cheaper to figure out how to
separate each vote at ballot and random ze them so
that if it's a need for a recount you can do that
wi t hout having to worry about conprom sing voter
privacy. |In the testinony it gives you a |lot of
| egal precedence for how inportant voter privacy
has been throughout the history of our nation, not
just on federal -- in federal elections, but also

|l ocal elections and state el ections. It is

paranmount, and anything that threatens that should
definitely be discouraged. And as additional aid
to the Conmission, there are other things that --
regardi ng ballot marking procedures and things of
that issue that we can provide you sone gui dance
on, and I'Il leave this with you.

MR. DEGREGORIO | appreciate that
Thank you. M. Lott, you nentioned the Harris Pol
that indicated that six percent of people who voted
in Novenmber of 2004 did not have confidence, no
confidence at all in the voting system That
translates into seven million people. What can be
done at the federal level and at the local level to
help instill confidence in votes and in these seven
mllion people who don't have confidence at all.
What can we do? W can local election officials do
to instill confidence?

MR LOIT: Well, ny guess -- | nean
obviously they are real concerns that people have.

But | fear that a sizeable portion of that six
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percent are based upon kind of conspiracy theories
and other things that just sinply aren't born out,
whether it be the constant discussions about some

DRE' s being used to throw the election in GChio, or

nati onwi de, or whether it be clains about how you

99

can only trust the results if you have a paper
trail there. And | think the federal governnent
can do things, in particular, your Conm ssion
simply by educating people that there's nothing
uni que about one particular type of paper trail,
you know, for keeping track of the records. O
it's providing sone type of standards, hopefully,
that people will believe. | mean, | think they do
a pretty good job anyway, but it still -- that
doesn't take anything away from the fact that
havi ng sone type of National Certification
Comm ssion wouldn't help. And my only concern is
that the push to have national certification on
some of these things may elimnate sone of the
experinentation that we would normally get, and
some of the learning that we would get about
different types of voting nmachines over tinme. And
to the extent that this push towards the nationa
standard isn't really based on real events; it's
just based on incorrect perceptions that people
have. | think that would be too bad if we |ost
that type of experinentation.

MR. DEGREGORI O Thank you. Thank you,
Madane Chair.

CHAI R HI LLMAN:  Commi ssi oner Davi dson?

100

M5. DAVIDSON. | have one question that

I'"d like, really for both of you to answer, because
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you took two different kinds of perspectives on
your presentation. On -- but, obviously these are
vol untary standards, and we can't do anything to
change that. But do you see that the best practices
that the EAC will be putting out will help inprove
even those states that don't accept our standards.
Do you feel that they would do that, and I'll start
with you, Ms. Coney?

M5. CONEY: | think that the interest in
i mproving elections and responsi veness to public
concerns regarding the elections are evident by the
anount of legislative activity that's taking place
across the nation, not just in states where they've
had very cl ose elections, |ike Washington State, or
states |i ke Nevada that have been very proactive

and trying to work on the cutting edge of

addressi ng those concerns. | don't think that is
going to change anytine soon. | think the
standards will give a benchmark for states and

those who are interested in how to inprove
el ections, how to nake sure they're as good as they
possi bly can be, a starting point. But they should

be encouraged to go beyond that because a | ot of

the ideas for how to make inprovenents will cone
fromthe local and state governnents. And they'l
kind of go up to the federal |evel and be adopted,
which is typically the process that we've seen in a
lot of policy areas, and it's beneficial to be able
to do that. | think it will have an inpact, but
maki ng sure states understand they should | ook
beyond, not just at the issues of what they can do
but what can they do securely? And being able to
justify those situations where they decide to
pursue avenues that nay pose sone kind of risk just
to find the cost, the benefit, the tradeoff for
maki ng those kind of decisions.

M5. DAVIDSON: M. Lott?
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MR LOTT: Well, | think the guidelines
wi Il hopefully encourage discussion. M concern is
that they will be nore than just voluntary, just as

sonebody who has been involved in litigation,

have seen the types of rules that judges adopt over
time and what they rely on, and again | nentioned
this before, | think it would be beneficial if
somepl ace in the guidelines you explained why
Congress or why you think it was inportant to have
a voluntary system There nust be sonme argunents

that you have in your mnd about what you would be

using if everybody were to go to the same system
I'"ve listed sonme things; you probably could conme up
with some yourself. But | think as long as there's
sonmet hing there, you know, sone argunent, even if
it's like one, you saying there are other ones
we're just going to mention a couple of them here,
that would force any judge who is going to be
relying on that to recognize the tradeoff that's
there. And | think it would nake a difference in
terns of what types of rules would end up, whether
it would end up being kind of -- end of really
being voluntary or sonething much nore than that.

M5. DAVIDSON. Do you think the courts
woul d al so | ook at our best practices in the sane
l'i ght?

MR. LOIT: Yeah, | think all those things
fall in to that. | nean, | think anything you
wite in the guidelines you have to be cogni zant
that litigation, other things in the future wll
point to that saying, you know, you guys are the
experts, probably have nore expertise than
individual states will be the claim and that an
i ndividual state then that's going to deviate from
that is going to have to justify, or at |east,

going to have to realize that there's a strong
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1 likelihood that a judge is going to say justify to
2 me why you're deviating in any direction from these
3 federal guidelines.

4 M5. DAVI DSON. Thank you.

5 CHAIR HI LLMAN: Ms. Coney, | have a

6 question for you about -- | think it's on page 12
7 of the testinobny that we received.

8 M5. CONEY: (kay.

9 CHAIR HI LLMAN:  You have a paragraph in
10 there where you tal ked about other weaknesses in
11 the draft version of the guidelines that in their
12 totality would present serious conplications for
13 achieving reliable, secure, transparent, and
14 accurate, and then you made a suggesti on about
15 cross-referencing?
16 M5. CONEY: Right.
17 CHAIR HI LLMAN: Could you talk a little
18 bit nore about in their totality would present

19 serious conplications?
20 M5. CONEY: Well, there appears to be
21 gaps like, for instance, when you tal k about
22 whet her you should -- about tel ecomunication
23 systens, whether you were tal king about only |and
24 lines, or you're talking about wireless, or you're
25 tal king about internet. |If you |eave that vague,
104

1 then as states nove to interpret what that neans or
2 fill in the blanks thensel ves, they nmay present

3 t hensel ves with problens that they had not

4 considered. The other issue is contingency

5 pl anning. No matter how well you plan for the

6 election to go as you intend for it to go, what

7 happens if sonething unexpected happens? Wet her

8 -- certainly a polling place is not avail able on
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the day of election wthout notice, what do you do?
What happens if the power outage exceeds the
battery life or the counting technol ogy, what do
you do? What happens if poll workers are not -- |
mean, in |arge nunbers are not show ng up on

el ecti on day, what do you do to continue on the
election that's already begun? What about a
natural disaster that happens in the midst of an
election? Some states, California |I'm sure, have
contingency plans for that, but do they have
contingency plans that deal with sonething |ike
that on election day. All these areas that are not
bei ng covered are maybe nentioned but not given
much gui dance on how states shoul d proceed are
things that if they're tweaked a little bit, if at
|l east states, at a minimnum were told that you need

to assess the elections from your perspective, from

105

where you live on the ground, inplenentation on
election day, is it required that you conplete the
el ection day once it starts? |Is it not required
that you try to conplete an election day once it
starts? At what point in tine do you have to make
a decision about that, and is it your decision
maki ng process that needs to deal with those

i ssues? And also |ooking at advances in

technol ogy, Dr. Lott is very correct, technol ogy
will continue to march forward. How will different
types of technology interact with electronic voting
systens, ballot counting -- automatic ball ot
counting systens. \When you | ook at optical scan
systens, even giving details about the ballot
mar ki ng device. |If you use an optical scan,

optical scan infrared ballot counting technol ogy
with optical scan, if you use the wong based ink
to mark the ballot, that ballot is not going to get

counted. So being able to nmake sure that inside

file:///C)/ Templtranscript_082305-02.htm[7/13/2010 11:23:50 AM]



20
21
22
23
24
25

© 00 N O 0o b~ W N BB

N NN N NN P P P B R B R R Rk e
g A W N P O © 0 N O 01 A W N B O

the guidelines states | ook at those details, that
they | ook at transparency issues, how do you
communi cate that to voters, especially in an

el ection environment where nost of the ballots cone
in through mail ? Do you separate out ballots that

cannot be nmachine read? Do you take the tine to

| ook at those ballots to see if there's any
discerning mark? Are there laws in place that
determi nes what constitutes a -- what wll
constitute a valid mark on that ballot or not.
Those are the issues that kind of like are there.
Some of them are touched on, sone of them aren't,
that would definitely strengthen the docunent to be
able to give direction to states, that even if you
don't provide the details that they need to think
in terns of these things in order to make sure the
el ections take place as they ought and that they're
auditable, and that they're accountable for their
events on el ection day.

CHAIR HI LLMAN:  And ny final question,
and it's for both of you, and we only have a couple
of minutes so if you could succinct, short answer
it would be helpful. But that is, if you were
speaking to a comunity group today, non-election
officials, whether it's a church group, Rotary
Club, Lions, fraternity, sorority, just use your
i magi nati on, and you were addressing this topic,
what is the one thing that you would say to the
group about these guidelines, if you were speaking
to them as voters that would transmt to them what

you think they should know about these guidelines?

Ms. Coney?
MS. CONEY: | would tell themthat it's
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an iterative process; this is the first stage in
what will be other opportunities to approve the

el ections process in the United States, that they
shoul d use this as an opportunity to conmunicate
with local elected officials, their desires, their
expectations, to educate thensel ves about the

el ections process, not only to be observers, but
participants, because a lot of the issues that take
pl ace on el ection day happen inside the polling

|l ocation. W need nore poll workers; we need
people to participate, not just to observe and
critique, but also get involved in the process.
That the -- the first avenue | would use is
opportunity for them to educate thensel ves on what
the guidelines say, on what the |ocal governnents
are doing to inplenment the guidelines, how they are
trying to inprove on areas of the guidelines that
may be -- have particular challenges for their

localities, and how they can get engaged in the

process --
CHAI R HI LLMAN:  Thank you.
M5. CONEY: ~-- and be a part of the
sol uti on.
CHAIR HI LLMAN: M. Lott?
MR. LOIT: | guess | would say that the
gui del i nes have served as -- or the Conm ssion has

served as the central clearinghouse for

i nformation, kind of the best know edge that we
have from around the country about how different
aspect of voting machines and how you count the
ball ots work. And the guidelines have been trying
to systematize that information that's been brought
in. You don't have a lot of local officials; they
may spend sone tinme looking at it, but they
probably haven't |ooked at it systematically or

spent as much tinme as the Comm ssion has. So
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14 that's basically what | would explain to them what
15 the role of the Comm ssion has been. And hopefully
16 that informati on can serve as a starting point for

17 their own local election officials to fill in sone

18 gaps and their own know edge. |If they're doing

19 sonmething different to at |least cause in their mnd
20 to ask questions about why they're doing it

21 differently possibly than the gui delines may

22 suggest. You know, they still may decide that they
23 want to do it differently, but hopefully the types

24 of questions and the perineters and what have you

25 raised by the guidelines will at |east cause them
109
1 to reexam ne what they're doing and naybe cone up
2 with a different solution, maybe with the
3 gui del i nes, or maybe different than what they were
4 doing differently, but we'll just help educate them
5 on the issue
6 CHAIR HI LLMAN:  Thank you both very rmuch.
7 | appreciate the tine and the information that
8 you' ve shared with us. And we are now ready for
9 panel three. We are on this kind of grueling
10 schedul e where we don't get a seventh inning
11 stretch. So Commi ssioners, if you need to take a
12 short break, | suggest you do it. But we do need
13 to have panel three set up, and we'll be ready to
14 go at 3:15, which is three mnutes from now. GCkay,
15 we are ready to begin with panel three, on the
16 Accessibility Quidelines of the proposed Vol untary
17 Voting System Quidelines. W have four people
18 maki ng presentations this afternoon. Wl cone and
19 thank you, all of you for coming. |In order of
20 maki ng the presentations, we have Lee Page
21 Associ ate Advocacy Director, Paralyzed Veterans of
22 Arerica, Diane CGolden, Director, Mssouri Assistive
23 Technol ogy Council, M. Johnnie MLean, Deputy
24 Director, North Carolina State Board of Elections
25 and Jill LaVine, Registrar of Voters, Sacramento,
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1 California. Just as a reminder to the audience to
2 pl ease make sure that your cell phones and other

3 el ectroni c devices have been turned off. The

4 hearing is being broadcast live via webcam webcast
5 rather, and so while nobody has pulled ne up on it,
6 I think it would be helpful if each of you would

7 just restate your name when you start your

8 presentations so our viewers, through the Internet,
9 can know who's tal king. Thank you very much, and
10 when you conclude we do have your witten

11 testimony, so if you would just take a few mnutes
12 and summarize the highlights of what you would Iike
13 us to know so there will be ample tinmes for

14 questions and answers with the Conm ssioners. And
15 M. Page, if you would begin.

16 MR, PAGE: Geat. Thank you, Madane

17 Chai rman and the fell ow Conmi ssioners of the US

18 EAC. It's an honor for ne to be here today to

19 talk, to testify, on the Voluntary Voting System
20 Gui del i nes, specifically section 2.2.7, Human
21 Factors Section, which deals with accessibility,
22 accuracy, and secrecy in the voting process. M
23 nane is Lee Page, and | am an Associ ate Advocacy
24 Director for PVA, which is Paral yzed Veterans of
25 Anerica. W are a national non-profit veterans
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1 service organi zation chartered by the Congress, and
2 all of our menbers are persons with disabilities,

3 as defined by the Anericans with Disabilities Act.
4 Overall, I'mvery encouraged by the Voluntary

5 Voting System Guidelines that the Commission has

6 put forth for comrent. These guidelines reflect

7 the work and the commitnent of the Techni cal
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Gui del i nes Devel opnent Committee, which took into
consideration the Voting Systens Standards of 2000
and also 1990. But the Commission did not just
rubber stanp these recommendations. |In a letter
that is dated July 5, 2005 that you all wote to
M. -- Dr. Simerjam [phonetic], who was Chairnan
of the TGDC at the tine, and Chairman of N ST al so,
you acknow edged in the letter a few differences
and expl ai ned the need to enhance the guidelines,
the reconmendati ons that cane forward.

Specifically, your letter nmentioned conpliance with
section 301 of HAVA. The EAC staff and l|legal team
recogni zed after a legal analysis of the
recomendati ons provi ded agai nst the mandates of
the law, that to ensure conpliance w th HAVA
several of the accessibility recommendations had to
be made nmandatory rather than perm ssive.

Basically, the gist of -- as stated in your letter,

for exanple, Human Factors Requirenments 226

provi des "an accessible voting station should
provide features to enable voters who are blind to
verify their ballot choices". Basically, this has
al ready been nentioned already today, but what this
part of the letter talks about is that the -- you
know, tal king about the should' s versus the shall's
of the way the recomendati ons cane fromthe
Techni cal Cuidelines, and how the fact that staff
recogni zed that shall was what was actually needed
to be addressed in the situation to make it nore
compliant with HAVA. Basically what it -- in the
letter and this Comm ssion recognized is the
differences in the neanings of the words should and
shall, and what it will nmean to regard to provide
accessibility to voters who are blind. However, the
Vol untary System CQuidelines are inconsistent in the
use of shall and should in some of its

reconmendati ons, specifically in section,
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subsection three, of the proposed guidelines.
think page 2 through 22, which pertains to voters
with lack of fine motor control or use of their
hands. This section is a little bit inconsistent
of the | anguage which nakes it appear that one

disability is entitled to nore access to vote than

another. As you note, section 301 of HAVA
specifically says that individuals with
disabilities, including those with non-visua
accessibility, for the blind and visually inpaired,
by that definition termindividuals with
disabilities include voters with dexterity
disabilities. According to the Conmm ssions
rationale set forth in this July 5 letter to the
TGDC and NI ST regarding the need to change the

Vol untary Voting System Cuidelines pertaining to
the votes, who are blind and visually inpaired,
must also apply to the guidelines pertaining to
voters with lack of fine nmotor control or use of
the hands. The use of the terns should | eaves no
room for interpretation as to whether a feature is
required. The termshall clearly indicates that a
requi renment exists. | guess one of the things that
| amextrenely -- it says that with the past,
people with disabilities now have the sane rights
to privacy, security, and independence as voting in
the general public. Additionally, | want to go back
to sone of the things that M. Martinez nentioned
earlier in the first panel, talking about, which
was in the section under the guidelines principles,

page 2 through 10, lines 30 through 36 tal ks about

the standards that the guidelines neet in your
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2 principles. Basically that says that, one, al

3 eligible voters shall have access to the voting

4 process without discrinmnation. That's one of

5 three principles that the Voting Guidelines put

6 forward, which |I commend conpletely. The voting

7 process shall be accessible to individuals with

8 disabilities. Note that the voting process

9 i ncl udes access to the polling place, instructions
10 on how to vote, initiating the voting section,
11 choosi ng candi dates, getting help as needed and to
12 review the ballot, verify the VWPAT paper audit
13 trail, if applicable, and then final subm ssion of
14 the ballot. Basically, access to the voting process
15 means accessible parking with a path to travel to
16 an accessible entrance, to the registration table,
17 and to the voting booth, clearly indicated by
18 correct and accessi bl e signage, instructions on how
19 to vote, and initiating the voting session are to
20 be delivered by the volunteer poll worker to the
21 person with the disability without paternalistic
22 attitude or personal biased based on disability.
23 Choosi ng the candi date, review of the ballot, and
24 subnmi ssion of the ballot are functions of the
25 voting system that, when accessible, should allow
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1 the voter with a disability to cast an i ndependent
2 vote in total secrecy. The WPAT is not a required
3 function of the voting system under HAVA;, however,
4 many states have passed laws requiring that it be

5 used to certify an election in case of a recount.

6 Requi rements of HAVA state that a voter nust be

7 able to review the ballot privately and

8 i ndependently before cast and is counted. The

9 state determines the use of the VWPAT at the fina
10 ball ot counting certificate, then HAVA requires

11 that it nust be accessible to voters with

12 disabilities, including those who have |lack of fine
13 motor control and use of their hands, and those who
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are blind and visually inpaired. | guess al so what
I'"d like to say is throughout the document it talks
about different areas where the accessible voting
systems -- you have designers that need to conduct
realistic usability tests, and | encourage that
they do access the disability comunity to assi st
themin that period when it comes to evaluating the
product that they will be working towards in the
future. Again, it's -- thank you very much to
express ny views; you' ve got the witten testinony
on record. And | look forward to any ot her

questions you have.

CHAIR HI LLMAN: Thank you, M. Page. M.

Gol den?

MS. GOLDEN: I'mreally short, so is this
all right? | usually have to pull a m crophone in
my face. Thank you. |'m Diane Golden. |'mthe

Director of Mssouri Assistive Technology. W are
a very, very tiny unit of State Governnent in

M ssouri, and as the nane inplies, we do adaptive
equi prent for people with disabilities. That's al
we do. And I've been working in the field of
assistive technology for about 30 years, anyway, a
long, long time. So | cone at this with a very
narrow focus; | wll acknow edge right up front. |
don't know security. | don't know a |ot of other

i ssues that have to do with the voting process.
know accessibility and | know people with
disabilities, and | know adaptive equi pnent when it
comes to conputer access, things that are very
simlar to what's being designed in the way of
voting system accessibility. So clearly, | have a
very narrow focus, but | do have a passion for
insuring that the voting process and the equi pnent
that's used is fully accessible with people with

disabilities. Just as an introduction, | don't
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1 heard people say it today, we can't deliver

2 accessibility for everybody, granted. | don't

3 think anybody in the field of assistive technol ogy
4 ever dreanmed that a set of voting system

5 accessibility standards woul d deliver accessibility
6 in a public use piece of equipnment to every

7 possi bl e conbi nation of people with disabilities.

8 It's just -- you're not going to set up refreshable
9 braille outputs on voting equi pnment. Trust ne, you
10 don't want to do sonething that conplicated. So

11 those in the field understand that. W are very

12 used to working with accessibility standards that
13 provide a mninum |l evel of accessibility for a

14 reasonabl e range of disabilities. That's what the
15 ADAG [ phonetic] does for building accessibility,

16 the door width that's required under the

17 Architectural Guidelines doesn't nean that a

18 supersi zed wheelchair will necessarily be able to
19 use -- get through the doorway, use that turning
20 radium but it does nean that the vast nmgjority of
21 the peopl e using wheelchairs will be able to use it
22 effectively. So that's what we're looking for in
23 the WSG standards, what we would be | ooking for in
24 any set of accessibility standards of voting
25 equi prent. Just as another preference, the other
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1 thing that we are definitely expecting in the WSG
2 is we don't lose ground and we don't actually turn
3 the clock back, in terms of accessibility. And |

4 need to say right up front, unfortunately, that's

5 what we feel has happened with the version of the

6 WSG that's out, as conpared to the FEC 2002

7 standards. And it's sort of an artifact of what's
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happened between the time that the FEC 2002
standards were devel oped and adopted and where we
are currently, in ternms of voting systens. Wen the
2002 standards were adopted for accessibility, and
again, |I'mjust talking about accessibility, they
applied only to DREs, where the vote was

el ectronic. There was no paper in the process when
it came to the accessible voting system It was a
DRE w t hout a WPAT. So the 2002 standards
delivered a certain level of accessibility for
people with a wide range of disabilities through an
accessible "DRE'. Now the WSG allows for a DRE
with a WPAT, and it also allows for ballot marking
devices. And | assuming that termis comonly used
for things like the auto mark and the popul ect

[ phonetic] systens, the ones that it's not an
electronic ballot. The ballot starts paper, ends

paper, is always paper, and there's just an

electronic interface between the voter and the
paper. Wth the introduction of paper back into
voting systens, you have created a whol e other set
of accessibility issues. In ny line of work,
electronic information is our friend, paper is not.
Paper always has to be converted into sonething
else to make it accessible. It, in and of itself,
paper is not accessible. So what has happened is
in the current version of the WSG is
unfortunately, wthout a few tweaks and changes, it
actually allows for a decrease in the |evel of
accessibility to certain groups of people with
disabilities. In particular, voters who have
vision disabilities, late in the gane there was a
sentence added to the WSG requiring that a VWPAT
be accessible for voters with vision disabilities.
Unfortunately that sentence, and |I think it reads

sonmet hing about if it's the official vote of record
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or sonething to that effect, unfortunately that's a
second sentence in a standard that's underneath a
standard that's just for blind fol ks, problem one.
And then secondly, the discussion underneath that
says sonething to the affect of -- it tal ks about
an audio reader. That's been interpreted to nean

then that in order to nake a VVPAT accessible, if

you just provide audio output, you' re done. Wat
that neans for a voter with a vision disability
who's not using audi o output, who needs |arge
print, which is going to be a nmuch |arger group of
people with vision disabilities than those using
audi o, all your elderly folks wth nacular
degeneration and all of those diseases are going to
use large print. They're not going to use audio.
What it neans for themis they've | ost
accessibility. They had a good |evel of
accessibility, now you've added an inaccessible
VWPAT to the process, that they can't get to

wi t hout using an audio ballot which they just flat,
won't do. You have the sane situation with the
bal |l ot marki ng devices and people with dexterity
devices, as Lee just nmentioned. Because you

i ntroduced paper back into the process, unless you
change that standard that is currently a should to
a shall, which says that those people can submit
their ballot independently on the back end, then
those peopl e again have |ost ground. Wth a plain
DRE t hey had absol utely independent secret vote,
now they're back to well, it was independent unti

| got to the end, not it's not anynore. So | would

encourage you, and |'m assuning you have this

information in ny testinony, but | tend to think in
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boxes and tables, and | put together tables that
just compares the FEC 2002 standards applied to a
pl ain DRE, and what you' ve gained and | ost when you

2

3

4

5 apply to a DRE with a VVPAT or a ballot marking

6 device. And | would just encourage you, if at al
7 possible, to look at the standards and nmake sure
8 that we don't, as a disability community, |ose

9 ground. That's a very difficult thing to explain
10 to people with disabilities, that we had sonething

11 within our reach, we could see it, touch it, fee

12 it, we knew it was going to work, and now we've
13 lost ground. And again, |I'mnot a security expert.
14 I have no adverse reaction to paper. |If that's

15 what it takes to make the el ection secure, so be

16 it, but then we need to make the paper accessible.

17 There's -- you should have two different kind of

18 pi eces of paper. That analysis table and then

19 there's a longer discussion that actually wal ks

20 through very specific reconmendations in standards,
21 trying to point out places where should s are going
22 to need to be shall's and trying to clarify sone of
23 this language. The last point | would like to

24 | eave with you is there has been a lot of

25 di scussion with these being voluntary standards,
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and | realize linguistically they are, because they
are called WSG however, when it comes to
accessibility, because section 301 requires an
accessi ble voting systemin each voting system [|'m
afraid these standards are going to be way beyond
voluntary when it cones to the accessibility
standards, regardless of any preface you put in

them Courts are going to use these as the

© 0O N OO 0o A W N PP

benchmark for what is and is not accessible. So

[N
o

that's why it's so, you know, deathly inportant to

[N
=

us to get themright, get themright the first tine

[Eny
N

so that we have an appropriate |evel of
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accessibility to start with for that [egal
benchnmark. | appreciate the opportunity to testify
and will be glad to answer questions |ater. Thanks.

CHAIR HI LLMAN:  Thank you very nuch. M.
McLean?

MR MCLEAN: |'m Johnnie MLean with the
North Carolina State Board of Elections. Thank you
to the Conmission and to Tom W1 key for the
opportunity to share a few observations and
thoughts that we have in North Carolina about the
Vol untary Guidelines. It conmes to no great
revelation to any of us in this room today that

when it comes to change, humans in general and

el ections officials in particular tend to view
change as suspect. Most of us in the vernacul ar of
my area of the country believe that if it ain't
broke, don't fix it. |It's been proven that many
peopl e see that our elections process is broken.

W do need to fix it and the Voluntary Quidelines
go a long way toward that. By way of exanple about
the way el ections officials tend to view any sort
of change, | was thinking about what was
encountered when it becane clear to us that the
National Voter Registration Act would becone | aw
and we would have to inplement it. W all believed
that it would be the end of any reasonabl e

adm ni stration of voter registration as we had
known it. | for one was personally surprised and
amazed to learn that the voter applicant, him or
hersel f, could conplete the voter registration
application accurately and conpletely and did a
better job of it than the special registration
commi ssioners that had been appointed for that
purpose. One observation that | did have is with
the North Carolina Departnent of Mtor Vehicles
Driver's License Exaniners. W had had a form of

motor voters if you will in place for a nunber of
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1 effectively as it could have. The National Voter

2 Regi stration Act, as inplenmented by our North

3 Carolina General Assenbly and the State Board of

4 El ections nade it clear that these driver's license
5 exam ners were to offer voter registration to every
6 client that they net. Wat we observed is that

7 those who had been driver's license exanminers for a
8 nunber of years, |like ne who had been there for a

9 long time, took it as an additional task and they
10 didn't see the inportance of it, whereas those
11 exam ners who were newmy hired had no probl em
12 taking this new task; they saw it sinply as their
13 job and performed their jobs in that manner. Sure
14 we added software to their conputers to ensure that
15 the question was asked of each applicant, but it
16 took a change in the attitude of those exami ners to
17 make this process work. |t seens to ne that the
18 accessibility requirenments for voters with
19 disabilities and | anguage challenges is
20 encountering the sane kind of mind set. Those
21 precinct officials who have experienced ot her
22 changes in their terms of service, i.e. those who
23 are ol der and have been there and have done it
24 their way for a long tine will be nore resistant to
25 the changes that are being inplenented. Qur State
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1 Board of Elections Executive Director, Gary

2 Bartlett [phonetic] has worked with the Nationa

3 Accessibility Task Force for many years and has

4 devel oped and inplenented programs in our State

5 that had its priority then and continuing focus now
6 to change the manner in which precinct officials
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|l ook at voters with disabilities. Rather than
concentrating on their disabilities, they are now
trained to view them as voters, and to treat them
with the dignity and respect that all voters
deserve. There have been training videos devel oped
in this area by the State Board of Elections. It
is avail able on our website. They have been
distributed widely across the State, as well as the
nati on. Anyone can go to our website to view
these, dealing with accessibility requirenents,
sensitivity training, that sort of thing. CQur
State Board staff also devel oped a checklist survey
for each of the polling places in our State. The
County Board of Elections was directed to conduct
this survey, along with the expertise of the
county's coordinator that had been designated for
accessibility issues. This gave them a different
perspective when they were conpleting the survey.

We directed that they were to take pictures of

various areas of the polling places with a digita
canmera. These pictures are now avail able on our
website so that any voter in the State may go to
our website, check their voter registration
records, and also view the digital pictures of the
polling place where they would be going on election
day. One of the attitudes that we encountered at
the beginning of this process fromthe County
Boards of Elections was that we have curbside
voting avail abl e and sone even bragged that they
had magni fying classes available in each of the
voting booths. The State Board of Elections took
the position that curbside voting and nmagnifying

gl asses al one would not satisfy the ADA Conpli ance
Requi rements. To date, the State Board has issued
just over $2 mllion in grants to the County Boards
of Elections to be used in the inprovenent of the

voting place itself. The funds were not to be used
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for voting equi pment, but rather to upgrade the
physical |ocation of the polling place. The State
Board of Elections maintains comruni cation with
disabilities advocacy groups. W conduct annua
meetings with this -- with these groups to help us
mai ntain a dial ogue and to be certain that the

i ssues that they think should be in the forefront

are those that are also on the forefront of the

State Board of El ections. W are fortunate to have

a few County Board of Elections nmenbers who are
actually menbers of the disabilities community
thensel ves, and their input in this process is

i nvaluable to us. Like so many states in our
nation, North Carolina is experiencing a change in
the predom nant |anguage of its citizens. The
fastest growing community is that of the Hispanic
community, and we are fortunate to have on staff a
menber of that community who is a special projects
coordinator. One of the primary responsibilities
of this position is to maintain contact with
various Hispanic organi zations and to al so provide
a translation service to our County Boards of

El ections for the ballot instructions, regardless
of the percentage of population that the H spanic
community represents in that individual area. In
North Carolina, we continue to devel op various
areas to conply with HAVA and the Voluntary Voting
Syst em Gui del i nes. However, | believe that our
greatest challenge will be a change in the attitude
of election administrators, polling place
officials, and voters. | believe it will receive

the | east anmpbunt of attention from the nedia, but |
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1 think it has the potential of having the greatest

2 i mpact on our voting process, which is far to

3 precious for us to have any way, other than

4 avai |l abl e and accessible, to all voters. Thank you
5 again for the opportunity.

6 CHAIR HI LLMAN: Thank you very nmuch. And
7 Jill Lavine or Lavine?

8 MS. LAVINE: Lavine.

9 CHAIR HI LLMAN:  Lavi ne, okay.
10 M5. LAVINE: Thank you for this

11 opportunity. My nane is Jill Lavine. | amthe

12 Regi strar of Sacranento County. At the present

13 time we have approxi mately 650,000 registered

14 voters and we conduct our election in two

15 | anguages, English and Spanish. And until Novenber
16 2004 we were using the punch card ballots, but we
17 i ntroduced at that election what we cause phase one
18 of our new voting system which was optical scan.
19 And for the upconmi ng Novenber election, November 8,
20 2005, we plan to introduce phase two, which is our
21 ball ot nmarking systemfor voters with disabilities.
22 In order to get to this point, we worked with our
23 County Chief Disability Conpliance Oficer and his
24 staff at the tine. And they were part of the RFP
25 process and part of the testing process, and we
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1 relied on themto help us find the best systemfor
2 Sacramento County. And they relied on ne to cone

3 monthly to their meeting and to present the

4 progress reports to |let them know what was

5 happening. | can honestly say that each one of

6 these neetings | |earned sonething new fromthis

7 group. So many different disabilities were

8 represented there and each of them had a concern,

9 and | would take these back to our vendor and

10 express their needs and continue to work on the

11 accessibility issue. At the present tinme |I'm also
12 a nenber of the Statew de California Association of
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Clerk and Election Oficials Committee. W call it
voters with specific needs. W have those voters
with blind, visual disabilities, physica
disabilities, and those with |anguage requirenents.
Today | divided my comments into three areas to
cover the three principles addressed in these
standards. One, all eligible voters shall have
access to the voting process w thout

discrimnation. |'mvery pleased that the

gui delines offer or require the vendor to have the
necessary connections to their equipment for voters
who wish to bring their own assistive devices. This

will neke the voter much nore confortable, and at

ease when using the voting equiprment. And while we
may provi de headphones and ot her equi pnent, the
voter will have the opportunity to use what they're
nmost famliar with. | would encourage each county
or jurisdiction to have an extensive outreach
program to educate the voters about what is
available. Not all voters are literate in English,
but there are sonme that are able to speak but not
read it. |'ve seen voters start to vote in the
Engli sh | anguage and then request to change to the
Spani sh | anguage where they are nore confortable.
My suggestion here is to have the Spanish | anguage
or the other required | anguages, depending on your
jurisdiction, available to the voter at all tines
through the voting process, by neans of a toggle
switch. On sonme voting systens if the voter w shes
to change | anguage at that point, they use al

their selections and they have to start over again.
This is causing a delay and frustration on the
voter, so | would encourage vendors to have
incorporate that type of toggle feature into their
systens, if possible. In HAVA 301 it states that a

voter -- a State can use -- a State using a paper
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24 ball ot voting system can neet the requirenents of

25 notifying the voter of an overload by an outreach
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1 program My concern about an education program

2 that is only a poster at a polling place. A voter
3 that is blind, visually disabled, or those that

4 need assistance in other |language will also need an
5 alternate format for this information. And this

6 requirenent is not a directive in the guidelines.

7 My youngest son is dyslexic; | worked with him for
8 12 years in school. | know what it is to not be

9 able to read anything very conplicated. This type
10 of a disability would also benefit fromthis

11 alternate format. M suggestion is to have this
12 alternate format, such as a CD, DVD, tape

13 sonet hing avail able at the polling place on

14 el ection day, and it could include instructions not
15 only on over-voting, but also on replacenent ball ot
16 and how to cast a wite-in ballot. Two, each cast
17 ball ot shall actively capture the sel ections nade
18 by the voter. This next area of concern is the

19 requi renent for the voting systemto support a
20 process so the voter doesn't select the maxi mum --
21 sel ects fewer than the maxi rum nunber pernitted,
22 the opportunity to change the ballot before it is
23 cast. | suggest that this is done very carefully,
24 as to not to intimdate the voter to vote for
25 candi date or contests they don't want to vote on.
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1 In one of my outreach prograns | was talking to a
2 brand new citizens about voting, and he was

3 concerned he didn't know all the candi dates on our
4 quite lengthy ballot. And when | informed him he
5 was not required to vote on every single issue, he
6 was anmazed. He said, you nmean | have the freedom
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not to vote. Wiile |I considered the freedomto
vote, where he had come from it had been

mandat ory, and he was enjoying this new freedom of
voting for only those contests that he truly wanted
to select. Three, the voting process shal

preserve the secrecy of the ballot. No voting

met hod should single out a voter, even while they
were voting or after the ballot was cast. The
requi rement that all voting stations that are using
paper ballots should rmake provisions with reading
vision -- poor reading vision suggests that a
ballot with l[arge print would be an option. \While
it is addressed later in the section that a large
print paper ballot unavoi dably addresses
accessibility feature used by the voter, | am
concerned that the voter's right to privacy and a
secret ballot have been conpromi sed. | agree that
the instructions should be available in large

print. | feel that a magnifying glass would be a

better option to preserve the secrecy of this

ball ot. Throughout the guidelines, vendors are
encouraged to conduct sone tests, realistic
usability tests on the final product, using

subj ects representative of the general popul ation.
From these test results, they are to put together
requi renents, performance benchmarks. This is a
concern. | have learned that no two people, with
or without disabilities, can agree anything 100
percent. As these tests are being done and as

t hese perfornance benchmarks are made, it is the
person with the |oudest voice that will be heard,
and not always the |oudest person is the one with
the best answer. M suggestion is to nake sure
that there is a cross-section, a consideration, a
representation of all types of disabilities. Take

the time to consider and neasure the disability
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needs when finding solutions, and do not just
depend on those with the | oudest voice that have
the best answer. Under the section that requires a
voting systemto be accessible to the blind voter,
this is a suggestion or requirenent for the audio
systemto provide this information by way of the
human speech rather than the synthesized speech,

because according to the guidelines, npbst users

prefer real human speech over synthesized speech.
Many blind voters do use conputer prograns on their
conmputers and they are very fanmliar with the
synt hesi zed speech. |If the voter wants to speak at
the rate that they're speaking, a human voice wll
conme out sounding nore |ike the chipnunks when
accel erated whereas the synthesized voice goes
faster. | would encourage nore research on that
requirenment. In conclusion, in the proposed
Vol untary System GQuidelines is the follow ng
statenment: voting nmust be accessible to al
eligible citizens, whatever their physica
disabilities, |anguage skills, or experience with
technology. | believe this goal can and will be
acconpl i shed with the help of these guidelines.
Thank you again for inviting ne to be here today.
CHAIR HI LLMAN: Thank you, panelists,
very much. Comni ssioners, we have about seven
mnutes a piece, so if we want to begin with M.
Vi ce- Chai r man?
MR. DEGREGORI O Thank you, Madane Chair.
An thank you for the excellent testinony that we've
heard. | know this is an issue that we have focused
upon at other hearings, and we've heard from other

folks through either e-nmail or letter on ensuring
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1 the access to, not just the polling places, but the
2 voting devices for people with disabilities. Let

3 me first ask M. Page and Ms. Gol den who are

4 i nvol ved in technology for people with disabilities
5 on a daily basis, M. Page, you personally and Ms.
6 Gol den, you professionally, have you seen equi prent
7 out there -- technology out there in the voting

8 area where voters who lack fine notor control or

9 use of their hands can vote using those devices. |
10 know, Lee, if you' ve seen that, if you got to see
11 it at lacreat [phonetic] or other places, are there
12 devices out there that address the needs that you
13 have di scussed in your testinmony?

14 MR PAGE: Well, it's come a long way in
15 a lot of different ways, you know, since HAVA

16 passed and even pre-HAVA beforehand. And when it
17 comes to a person who does have lack of mobility

18 with his hands or whatever, you' ve got a person

19 with high injury |levels, people who use a
20 si p-and- puff [phonetic] apparatus and stuff I|ike
21 that, I'"'mnot an expert in this area, but | would
22 assume -- | believe there are -- 1'Il let her talk
23 about it, but | believe there are nmachines that
24 have that adaptability capability.
25 MS. GOLDEN: | said | live and breathe in
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1 charts and tables and | brought ny handy dandy

2 table with all of the pieces of equipnment that

3 M ssouri has |ooked at to certify. There are -

4 yeah, there's a nunber of pieces of equipnent

5 currently on the market that provide dual swtch

6 input. There are a nunber of them -- even though

7 one of the standards that has to do with tactile

8 input tends to be associated with people who are

9 blind because it goes with the audio ballot, it's
10 the one that tal ks about the tactile input being

11 | arge and distingui shabl e by shape, that also is
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terribly helpful with fine nmotor disabilities, so
that you' ve seen the piece of equipnment that have a
forward, backward arrow and then an enter, and
that's how you navigate the whole system is
forward, back, enter, and the buttons are fairly
large on the tactile input. As long as the screen
stays live when that tactile input can be used,
then actually for a lot of high level quadriplegic,
that's a great way of accessing the system other
than a separate switch access |ike a sip- and-puff.
And one of the standards that's in the current WSG
asks the screen to be able to be live when the
tactile input is used, and that's a huge step

forward. So yes, quite frankly there are sone
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pi eces of equipnment in bits and pieces on the
mar ket currently that do provide a good |evel of
access for people with nobility, physica
limtations. The problemis, and sone of them
don't provide access for --

MR PAGE: Transportation?

M5. GOLDEN: Yeah, and for other kinds of
disabilities. They'll have a VWPAT that only
provi des no accessibility, so you' ve taken care of
the -- you know, it has tactile input, it has naybe
even switch access, but then VWPAT isn't accessible
for someone who is low vision or blind. So, | mean
literally | have a table with all of these pluses,
m nuses, it's like if we could just get sonebody to
get it all together at the sanme tine we'd be in
busi ness.

MR. DEGREGORI O Thank you. M. MlLean
and Ms. Lavine, at the state level, local |evel
January 1 is conming and your state has to be in
conpliance and you have to be in conpliance in
Sacramento, with HAVA and certainly with section
301 that deals with voters with disabilities and

their access. Do you feel, at this point, and with
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24 the guidelines that we have provided, these draft

25 gui del i nes, are these guidelines helpful to you in
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1 your goal to be in conpliance on January 1, and

2 will you be in conmpliance on January 1?

3 M5. MCLEAN:. Yes, sir, | believe that we
4 will be in compliance. Qur Ceneral Assenbly just

5 recently, within the last two weeks, ratified

6 | egislation requiring the verified paper trail that
7 has altered the direction that we thought we were

8 going, but we will work toward that and see that it
9 does neet the requirements, the guidelines, as well
10 as the HAVA requirements, yes, sir.

11 M5. LAVINE: Yes, we feel that we will be
12 compliant. In fact, with this rollout of our
13 bal | ot marki ng device for Novenber, it's going to
14 be kind of a testing round in hoping we get all the
15 bugs out of the delivery, and setup, and any ot her
16 training so we will be ready to roll by our prinmary
17 el ection in June.

18 MR. DEGREGORIO Now let ne ask you the
19 question that Ms. Page and Ms. Gol den have brought
20 up. WIIl your devices serve voters who lack fine
21 motor skills and the ability to use their hands?
22 M5. LAVINE: W are using the ballot
23 mar ki ng device. It does have the dual switch that
24 will allow the sip-and-puff. The question of
25 course cane up with the paper issue, and that a
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1 concern that they are working on other options at

2 this point, so hopefully everything will be just

3 fine. | know there are several people that have

4 threatened to sue concerning that systemthat we're
5 going to use, and we're noving forward at this
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poi nt .

MR. MCLEAN. W are closely comunicating
with the various vendors who are following all of
the hearings carefully. It is my expectation that
there will be at |least one type systemthat will
have that capability.

MR. DEGREGORIO \Well, | appreciate your
coments because this is an issue that we know t hat
the TGDC grappled with, the should's and the
shall's on this particular issue. And we as a
Conmi ssion are dealing with it ourselves. W did
change sone of the should to shall's as we revi ewed
with the TGDC gave us, but we know in the next few
weeks as we finalize these guidelines and adopt
them we'll be looking at this issue very closely,
so thank you for your testinony.

CHAI R HI LLMAN:  Conmi ssi oner Davi dson?

M5. DAVIDSON:. M question goes right
along with what has just been asked by the

Vice-Chair. One of the issues is we all want to be

ready by January 6 - - January 06, but sone of the
vendors are telling us now that it's gotten so late
that neeting all of the requirenents that is in the
shelf is virtually inpossible for them be able to
meet it, and have it certified, and then have it
for sale, and be able to make the delivery. Are
your vendors telling you anything like this, or
have you really asked that type of question? |
guess the two county people is who I'mdirecting ny
question to.

M5. LAVINE: Sacranento County has
al ready received 300 units, so we will have enough
for the Novenber election. But yet considering
this is Sacramento County and we were nunber one to
get in, statewide, nmy fellow registrars in
California they're not as ready and there is a big

concern about being able to have enough systens and
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enough vendor support for this. So, it's like --

it just depends where you are in the process. W
started this process a year and a half ago and
tried to phase in the system So that's how we are
ready now, but not everybody, you know, sone of us
wai ted for these Quidelines and needed nore
information. And in California the rules change

quite a bit, so it was really hard to hit that

movi ng target.

MR. MCLEAN: | wish | could say that
North Carolina had already placed an order for
voting equi pment; unfortunately | can't say that.
As | stated earlier, our General Assenbly just
changed the direction that we were going in. There
are pieces of equiprment in North Carolina that we
bel i eve can be upgraded to neet these standards so
that we're not |ooking at all 100 counties maybe
having to initially purchase voting equi pnent. But
we have just -- we have just begun in this process
of locating the voting equipnment that has this
verified paper trail because only, currently, only
our optical scan counties would have that.

M5. DAVIDSON. Well, just so you know, |
think we're hearing that throughout the United
States. So it's not issues that just affect your
states, | just wanted to see how you felt about
your own states. M. Page and Ms. Golden, in
listening to the disability community, in which I
take a real strong enphasis that we all should be
listening very closely, but there's not always an
agreenent anongst all of you. Can -- is there
anything that can be done that you really -- |

don't know if we can say that you can get an
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1 organi zation that nmeets together that we can get

2 one viewpoint? Because that gui dance would be very
3 important to us. M. Page or either one of you or
4 both of you?

5 M5. GOLDEN: Do you want to take it

6 first?

7 MR. PAGE: Yeah, | was going to say that
8 the image of hurting cats comes to mnd because,

9 you know, wrangling the disability community is

10 pretty tough. And | work -- like |I say, | ama

11 person who works with Washington DC. |'m a person
12 i nside the beltway, and yet there's that mnd set
13 and there's the mnd set of the grass roots

14 disability organizations. And it's very -- it's
15 trying to hold water in your hands at tines, but
16 that's the way the comunity is as a whole. And

17 that's because, well, there's a lot of reasons

18 because of that. But one of the things that --

19 there was a time that we had a unison voice, and
20 I"lI'l just go ahead and throw that out, and that was
21 when the passage of the Anerican's wth
22 Disabilities Act passed. That was a very uni que
23 time in our history; 1990 you had George Bush the
24 first in office and at that tinme it was a nmjor
25 piece of Cvil Rights legislation that cane across.
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1 And it was a very unique time in Congress, and a

2 very unique tine as a whole. And all of the

3 disability community basically sang from the sane
4 song page, and it was great, but the thing of the
5 matter is a lot of our voices and opinions rely on
6 -- I"'mkind of digressing from ny point, but

7 anyway, it is tough to get a consensus in the

8 group, and I'mglad that you're listening to the

9 disability community as a whole because it is
10 there. It can only be beneficial in the long run.
11 MS. GOLDEN: One of the things that |
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al ways point out to people, |I'mthe techno-nerdy
side of things within the disability comunity and
there is a vast difference between usability by
people with disabilities and a | egal benchmark for
accessibility. And unfortunately, what always
happens in the beginning, and | say this with al

| ove and affection to the vendors who many of them
went to sonmebody when they designed their system
and so they got input from one blind constituency
who told them a 10-keypad was the best tactile
input on the face of the earth, and that represents
the view of that group of blind people who are
fairly sophisticated tel ephone keypad users and

like a 10-keypad. That doesn't necessarily

represent the universe of, people again, elderly
peopl e with macul ar degenerati on who can't use a
tel ephone at all and nmis-dial all the time and have
no orientation on a 10-key pad. So one of the
things that | know has happened in this process is
it's the good news of listening to disability
groups and grassroots organi zations, but it's also
not a good thing because it's not necessarily a way
to develop a legal benchmark for accessibility.
That's a good way to get information about what's
usable for different kinds of people with
disabilities in their particular situation, given
their background, so | think that's part of what's
complicated this issue trenendously.

M5. DAVIDSON. Thank you.

CHAIR HI LLMAN: Thank you. Conmi ssi oner
Martinez?

MR. MARTI NEZ: Thank you, WMadanme Chair.
I don't know if | have a lot of questions, but | do
-- 1 have a couple. But | do want to say that this
is an issue that I, you know, of all the new

material in the proposed guidelines, this is the
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23 one that | think, clearly, we have spent a great
24 deal of tinme and rightly so, and will continue to

25 spend a great deal of time as a Comm ssion and as
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1 i ndi vi dual Commi ssioners try to get educated. And
2 I'"m so appreciative of the candid testinony and |

3 encourage it to continue because, | have to tel

4 you, | still don't know what the answer is and at

5 sonme point | guess |'m supposed to know as a

6 Commi ssioner. At |least take a -- make a decision

7 at sone point in tine as to what these guidelines

8 should say in final form but this is one issue

9 that, clearly, is very challenging. | also want to
10 say that | think we have been very well served by
11 the fol ks who, on a voluntary basis, served on the
12 Techni cal Guidelines Devel opment Committee, and the
13 folks at NI ST who were the technical experts in

14 devel oping the initial recommendations. | think

15 they are truly committed to the sanme principles

16 that we all are, and that is to ensure that every
17 voter has access to the polling place and can cast
18 a ballot privately and independently as Congress

19 asked us to achieve. And even in meking our
20 deci si ons about what we woul d change or not change
21 fromthe initial recomrendations, they were not
22 done in a vacuum They were done in consultation
23 not just with disability advocates both frominside
24 the beltway and outside the beltway, but also in
25 consultation with our partners at NI ST and with our
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1 partners on the TGDC who gave us the first set of

2 recomendati ons and who are equally conmitted to

3 the same principles. So | think we're all striving
4 for the same thing and the question is how exactly
5 do we get there. And that's where, you know, |
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guess ny question or -- you know, if Congress
woul d" ve said in section 301 A-3 that to neet the
goal of privacy and independence for persons with
disabilities in the voting process should be done
by the use of a DRE nmachine, this might be a little
easier. But they didn't say that. Congress by no
nmeans outl awed paper based voting systens. They
went out of their way to say they didn't. And they
al so went out of their way in Section 301 A-3 to
say you can neet this federal statutory mandate by
the use of one DRE per polling place, or, and they
go on and say, and | have it here in front of ne,
other simlarly equipped voting systemthat would

al so allow personal disabilities to achieve this
type of independence and privacy. And that's where
we're getting tripped up. | mean that's the bottom
line. There is the market -- ballot marking
devices, one certainly that has achieved
certification. |I'mnot going to do marketing for

that particular vendor, but we probably know which
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one we're talking about, that allows a voter to
interface with this device like a DRE, that allows
a voter, if I'mnot mstaken, to interface, even if
you lack fine notor skills, with a sip-and-puff
device. But that ultimately does not allow a voter
that lacks fine notors skills to be able to cast
the ballot, the physical act of casting. He can do
everything up to the final step of actually casting
the ballot, because the voter at that point would
need some help to get the ballot to either a
secured ballot box or a precinct count reader. |
mean that's really where we're at. And Ms. Gol den,
if in your chart you can answer that question as to
what's out there, 1'd be nost interested?

M5. GOLDEN: See, I'mtelling you that

you can | ook down the chart and it's, you know, if
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I had one, if | could just put a couple of them
together or nmerge them or sonething, then we --

MR, MARTINEZ: | wish we could.

MS. GOLDEN: Yeah, no, that's it. The
two issues that -- you have a lot of should's in
the standards that quite honestly you could nake
shel | s and sonmebody might say it's going to be a
problem but it's really not. The issue of

digitized, synthesized speech, nost of these

systens, if they're electronically faced, they can
i nt erchange synthesi zed speech with a WAV file and
that's not a huge technol ogical change; it's an
internal working. So to not bore you to tears, may
of the issues are not that big of a deal. There
are two that are a big deal. Wth ballot narking
devices it's exactly what you described; it's the
back end of the process. |It's the marked ball ot
going in to the ballot box. And unless - - and
until those design a systemwhere it automatically
drops, it's a paper feeder add-on. Sonething to
that -- that's what it's going to take --

MR. MARTI NEZ: Let ne ask you a question
there if | could. | don't nean to interrupt.

M5. GOLDEN: No problem

MR. MARTINEZ: But that is exactly right.
I have not seen a systemthat is currently on the
market that is even close to achieving
certification that allows for an automatic drop
even by using sip-and- puff technology to get it to
the point where it automatically drops either into
a secured ballot box or into a precinct count
reader. Do you agree with that?

M5. GOLDEN:. Correct. And literally

there's only a couple kind of true ballot marking
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1 devi ces out there

2 MR MARTINEZ: That's right.

3 M5. GOLDEN. And they're brand new.

4 MR MARTINEZ: That's correct.

5 M5. GOLDEN. | nean so they don't have

6 much of a track record

7 MR MARTINEZ: Right.

8 MS. GOLDEN. The second problem you have
9 with DRES when you put a VVPAT on them is making
10 t he VVPAT accessi bl e.

11 MR, MARTI NEZ: Ri ght.

12 M5. GOLDEN:. And truly taking the print
13 of f the paper and delivering it back in alternative
14 format. And quite frankly, that's closer now to

15 bei ng resol ved because so many of the VWWPATs have
16 added bar codes because people don't want to hand
17 count necessarily. They want -- if the VPAT is

18 going to be the official vote of record they want
19 some way of machine reading it. By putting the bar
20 code back on there, the information is back on
21 el ectronic form
22 MR, MARTI NEZ: Ri ght .
23 M5. GOLDEN: So literally then, adding --
24 it sounds, you know, but there are some systens
25 that have a prototype adding the standard back onto
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1 the WPAt to read the bar code neans you could

2 automatically send it bak and produce audio and

3 | arge print output.

4 MR, MARTI NEZ: Ri ght .

5 M5. GOLDEN: So that solution is probably
6 closer, in terms of where --

7 MR, MARTI NEZ: Ri ght .

8 MS. GOLDEN: -- the vendors are in

9 research and devel opnent.
10 MR MARTINEZ: Right. M. Page, any
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comrents about this particular discussion?

MR PAGE: | just -- | don't know the
techni cal aspects of the machinery as well as D ane
does, but the other thing is, and | understand the
dilemma you're in, and | understand nore about
section 301, especially because | was in the room
when it got witten, up on the HII --

MR. MARTI NEZ: Sure, yeah. Yeah.

MR. PAGE: -- and you're right, sone of
the exit, the little extra line in there, really
does cause a pain in reference to a |lot of things.
But the other fact of the matter is you' ve got to
renenber, and of course this is -- | nean people
with disabilities have a little bit of

responsibilities in their own aspects when it cones

to doi ng whatever we're supposed to do. And when it
comes to, you know, going and voting, you got to
realize, you know, curbside voting was the norm for
a very long tinme, if that. You know, |I'm so
pl eased with this hearing today because of the
first panel we had, listening to the guy from
Chicago who five or six years ago wasn't anywhere
near this level he is at right now And I'm
extrenely excited about that, and Tom knows that,
and Conni e knows that, and your boss, Gary Bartlett
knows that. And | just really appreciate it. And
-- so | appreciate the hard work this Conmittee has
done, the Conm ssion, and the Conmi ssioners, and
the comm tnent of you guys because this is not easy
and it's cab fair you all are working for and, you
know, it's come a long way. So, but the bottom
line is, you know, a lot of the shall's should be
shall and | hope they are shall

MR MARTI NEZ: Ckay.

MR PAGE: Because we don't want to dunb
down sonething that is already vol untary.

MR, MARTI NEZ. So | so appreciate your
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23 sentiment and certainly understand your
24 prospective. And Ms. Colden, do you want to say

25 sonet hi ng el se?
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1 M5. GCOLDEN. Yeah, | certainly don't want
2 to be locked in to what's available on the narket.
3 Pl ease don't wite these standards just to conform
4 with what's currently available. You know, | nean
5 quite frankly, we've mssed January 1. W're not

6 -- that trains left the station and we're going to
7 have to have sonething on an interim basis, so

8 these standards are going to affect the next

9 generation, if there's a mandatory upgrade, however
10 you decide to do that, so please don't fee

11 constricted by the fact that what's currently on

12 the market, you know, ny table, | don't have

13 somebody's systemw th pluses all the way down

14 right now, that I will use the words of your own
15 Advi sory, that doesn't nean that it's unreasonable
16 or technologically infeasible. 1t is very

17 reasonabl e and technol ogically feasible for people
18 to have pluses all the way down that |ist.

19 MR. MARTINEZ: | appreciate that and |
20 think one last comment from me. There's many
21 nuggets throughout all of your testinmony, but one
22 Ms. Gol den that you have at the back end or at the
23 end of your testinmony says that perhaps a nmandatory
24 upgrade date be specified for which an accessible
25 voting system nust provide the current should
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1 features. | think that's very good advice

2 personally. If, in fact, we end up with should's
3 rather than shall's in the final docunent. And |

4 think that's sonething that we can do a better job
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with addressing in final form quite frankly. The
other thing I want to say, M. Page, aside -- going
off the topic a bit, you also had sone coments in
your testinony, |I'mnot sure if you touched on them
in your synopsis about NVRA and a need to ensure
compliance with disability offices serving as voter
regi stration agencies. As designed by NVRA, |

think that's an excellent point and one that --

MR. PAGE: Thank you.

MR. MARTINEZ: -- you know, | think is
worth getting into the spoken record here during
this neeting.

MR. PAGE: Thank you, especially since
under the guidelines of three principles of this
section, voter registration was mentioned as part
of the process, and that's your nunber one part of
the process.

MR. MARTI NEZ: Right, | understand.

MR. PAGE: Because you can't vote if
you' re not registered.

MR. MARTINEZ: Right. M. MLean and Ms.

Lavi ne, thank you for -- | don't have any questions
for you, but | so appreciate the jobs that you do
on a day- to-day basis and thank you for being
here. Thank you, Madane Chair.

CHAIR HI LLMAN:  Thank you. Ms. Col den,
you raised the point about where VWPAT, the voter
verified paper audit trail, is now required with
the electronic voting machine, the DRE, and since
several states, many states have required that by
law and nade if effective imediately, | nmean not
for six years out, but right away, the guidelines
then do address, okay, if t here's a WWPAT
requi renent, here are the requirenents. Going back
to your point about how it takes a visually
i npaired voter further away from the privacy and

i ndependency, what do you offer on that? | nean,
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you know, where do states go and how does this get
resolved in the near future, short of litigation?
M5. GOLDEN. Well, | can never assure
anything short of litigation. | live in the
accessibility world where that's just kind of a
constant. | think that the resolution for the WSG
Standard is to, for lack of a better word, cleanup
your current |anguage. The standard that you have

relating to the accessibility of the VVPAT, and

again |'m paraphrasing, says sonmething to the
effect, if the state requires it to be an officia
vote of record or sonething that it needs to be
accessible for visually inpaired voters. But that
sentence is a second sentence under a standard that
only applies to blind people, and then the

di scussion underneath it applies that an audio
output of the VVWPAT is -- nmkes it fully accessible
to people with all kinds of vision disabilities.

So | think your solution is to a, pull it out from
underneath that standard it's under where it's kind
of buried, set it aside, and you also have a
standard in the VVPAT section that actually is
contradictory to that one because it just says it

shoul d -- VVPAT should be accessible or sonething

<span style='m
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